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Network Information Content Analysis and Monitor Technology Based on Linux
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Abstract With the development of computer network, network security has become a very important problem that

must be solved by us. A distributed and layered skeleton has been presented, which can be deployed over all the

country easily. The monitor and management system can recognize the illegal information and automatically take

action according the analysis result. As a sample, an illegal VPN(Virtual Private Network) monitor and management

system have been implemented based on Linux, which can dynamically find illegal IPSec tunnels and then filter them.
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struct avinode = Ichild, * rchild;
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(-ipforward. ¢ ip_forward O-)
NF_HOOK (PF_INET, NF_IP_FORWARD, skb, skb->
dev, dev2,ip_forward_{inish);

K NF_HOOK %t L #E5mT:

(-/include/linux/netfilter. h-)

#tifdef CONFIG_NETFILTER

ttdefine NF_HOOK (pf, hook, skb, indev, outdev, okfn) \

(list_empty (&nf_hooks[ (pf) J[(hook) ]) \

? (okfn)(skb) \

:nf_hook_slow((pf), Chook), (skb), (indev), (outdev),
(okfn)))

ttelse / » 'CONFIG-NETFILTER =/

# define NF_HOOK (pf, hook, skb, indev, outdev, okfn) (okfn)

(skb)
H#endif / » CONFIG-NETFILTER » /

MBEEREAGNBEEER netfilter i, MY T WA
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int nf_register_hook(struct nf_hook_ops * reg)

A1 E—T struct nf_hook_ops 453 .

struct nf_hook—ops

struct list_head list;

/ * User fills in from here down. =*/
nf_hookfn =*hook;

int pf; ’

int hooknum;

/ » Hooks are ordered in ascending priority. =/
int priority;

}s
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FA LA {NULL,NULL}; 8 F—RR7E IP 2RIk, pf 8 PF_
INET ; hooknum g2 #{]Ji%# K HOOK &; —4 HOOK &
TS MR WS EFERKER, B priority
B35 5E T .netfilter_ipva. h A — P B P ARIKETREN
Ab TR R MR e -

enum nf_ip_hook_priorities {
NF_IP_PRI-FIRST = INT—MIN,
NF_IP_PRL-CONNTRACK = — 200. NF_IP_-PRI-MANGLE
=—150,
NF_IP_PRI-NAT-DST=—100,
NF_IP-PRI_FILTER = 0,
NF_IP_PRI-NAT-SRC = 100,
NF_IP_PRI-LAST = INT_-MAX, k
b CFHR75)
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