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Abstract IPSec provides interoperable, high quality, cryptographically-based security services for IP and upper layer

protocols for IPv4 or IPv6, and it provides a protocol mechanism algorithm-independent. This paper gives an [PSec

implementation after analyzing the base protocol mechanism of IPSec.
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IPSec & Hf IETF (Internet Engineering Task Force )
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ISAKMP/Oakley (Internet Security Association and Key
Management Protocol, Internet %4 B HI B M th 1) LA
EEBHFA(MENEARAERE4E4S) . 544208
RMEIFR.

e |

HEX20%K

[tk it |

i

i W B 1 (Domain of Interpretation) & — 4 8 P i SC 4%, FE ik
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6 [PSec Pl B9 FI R AR AN RIBVERM TS R4,
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T IPSec 1, AW A MIBELS SA X ¥ % SPD
(Security Policy Database, & 4= % B FE) 1 SAD (Security
Association Database, &£ X HE).SAD E SA M4 &
SAD FHFIT REFEN SANEMNFEANSN. R5%E
TEHK SAD KR EF —1 SA NN FEARENBR4EF
PIEALSAD —REB RAEHHEIPN.SPDRRET ELH
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RS E LT 3 —4 IP B R RGMATF KL R F (WA [PSec

. % GEit IPSec % EFMEQ), UAHEBR KRR

R&N AN [PSec BH)S . ERET ZRPABHRLER
OTR#.SPD RHRLZEEARALH#ITEIN. CERT
BRI T4,

2.5 WYwWP-
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MATHTENEHEENREDIN. EATFHSHRIT
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Ak % R HER M Linux S{ERFKR UNIX Kp9#ER
4% , £ M98 POSIX #7& . &% Unix System V §l BSD4. 3f 15
Z ik HIhLinux #ERLRA T “H 14 F 07 (GNU
Public License)3iX — RN 2, (£ A#RTT LA S Y AR BL 2 4E
FENM, B MEA . Bit, kA Linux #EESK
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BB, IPSec YR AR ETEFTLU T=H0-2.

DEMREIME IP WP XRBLHES Y RIERSGP
) TP PhistBtsh , LA IPSec hMBERABRE—BEHF
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EBF SEECENEHIBRF LN -BRERB. XA E
HRBEARERHREREHERD, MATRIHEEH
SR AENMBI S . — B FNFE IPSec LI A R4 B4R 2 1Y
EE.- MRS EA. SR TES XA S — A
TERAERE; " RXHELRA I REETREENIER,
Both—SBRE EREIIE M AR E.
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IPSec ¥ M3 SEA IPSec MR MEEDIA.
SPD WE S S I WML FEGAIENEENRP SER
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e Ese FAIKE THBEXFREHZHK. Hf
F e R, SA MfIk . M5 SR, SAD Rt S S THEE.

IPSec 4/ i3k XTTF4i IP JABE  Z B 3T
HOR b IPSec kI EHFHITHE ST THA IP BIES, &8
Bt SERL IPSec kM MEEThEE XML HEEIR IP
B P R AR RN . SERERKN IP RLE
FHEEE—R,

IPSec &t M EHEBLHAXFIE IP BiBR#T
IPSec b 4078 , XFHEN IP BB 34T IPSec HEALLTR , B %
MREWHE O TR, ,

mERERE TPSec R FREMHBIBMEN LN,
EMENEEPRUETERAFXFHLEMENS. 68
DES-CBC. IDEA, Triple DES, RC5 %, 3 & DES-CBC £
TPSec (935 41 @5 W3k, 554 IPSec M LAMA AL H, TR
KT RIEAR IPSec LM MM TR,

NiE N A G, IPSec L RIS T R AWK IT
WEN. EUENEEPRETEREFEIHHLBHEIA
E M . IPSec thil # HMAC-MD5-96F1 HMAC- SHA-96 %
SR BRABY 3R ST A9 DR i B NE R M3, £ 4T IPSec X
BABLAXRFEA].

SPD(% 4 X=/4&) SPD FAHT REN MEHT R
FEERREMRPEM, CHRT AENBEEL RN, 2
IPSec 4R TR KB L R GIE fIEd SA FRIE.

SAD (R4 £BA) SADPIERT EK4WHAME
SA\ERAHRTHE —TRPFIMEN S FHL I, 0 TPSec
R I S E S NS,

HWE SR MU AEESEBER T ANEEZYE
ZHR . CELARNVEB T AW REXRTLHENBER
fIHETESHEERE MO E T iM%, L=
EFE RO SHBERSH R ERNEHELERRNIL
AEEREBEE. S EREE T ERKERET TCP/
IP P EHEN.XETERR Y TCP/IP thill 2 H M HES
iZ 89 M 4% il 15 th i . &1 IETF (Internet Engineering Task
Force) 7E 19984F Ji B #EFE Y P 45 & & ARHE IPSec B T4ETE IP
BEEMMEESHN . EEENE P AR REHERHE.E
RA—XBEN. BTV RHELIN . ZE4CHIARSAR
MEABXR R T REARURHESIFE.

BO IPSec IER B X T EHEH RIS, EFR
RGN EFEF@MI B NEARP . XRSEH -1
KAE 55 1 F IPSec BRI —RBEHITHEMENK
B SERYEIAE A 72 245 44 huxd BiB 2 69 AL FE B 6] L 3 Kk
FISRRTIE, BE &7 IP B bl g x fh B MR T R /S Bk iT
FPER /PRI X DR MESHRNTE.
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