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Abstract Effectively testing safety-critical scenarios is an important means to improve security of cyber-physical sys-
tems. How to model safety critical scenarios so that the behavior of systems can be completely and precisely described,
and how to effectively generate test cases so as to enhance the test coverage and reduce testing cost,are two key techni-
cal problems that must be solved in safety-critical scenarios’ testing, Existing scenario modeling and test case generation
techniques lack the support to describing and treating the important features of cyber-physical systems, thus they can’t
generate test cases satisfying the testing requirements of the safety critical scenarios, We studied modeling and test case
generation methods to safety critical scenarios in cyber-physical systems. A method that satisfies the requirement for
modeling safety-critical scenarios by extending UML activity diagram with external event driven mechanism and timeli-

ness characterizing mechanism was proposed. Then based on the scenario models, we studied a method to automatically
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generate test cases.
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Hil R BARRIR A returnPaths _

1. DECLARE tranStack, stateStack, enabledStack

2. DECLARE currentStackSet, newStateSet, selected Trans
3. CurrentStactSet=diagram, getStartState();

4. DO BEGIN

5. stateStack. push(CurrentStateSet) ;

6. enabledStack=transitions can start from currentStackSet;
7. IF endState is in currentStateSet

8. path=new Path;

9. path. addState(stateStack) ;

10. path, addTran(tranStack) ;

11. returnPaths. append(path);

12. ROLLBACK:

13. IF tranStack is empty

14. RETURN returnPaths;

15, ELSE

16. stateStack. popQ ;

17. currentStateSet= stateStack. top();

18. tranStack. pop();

19. enabledTrans=enabledStack. top();

20. enabledStack. pop();

21. ENDIF

22. ELSE

23. DO BEGIN

24, selectedTrans = select a tran, then remove it;
25. IF (selectedTrans is empty)

26. GOTO ROLLBACK;

27. ENDIF

28. newStateSet = CurrentStateSet — Select Trans. PreStateSet

~+selectTrans, PostStateSet;

29, IF(newStateSet has appeared in stateStack twice)
30. selectAnother=true;

31 ELSE

32. selectAnother="{alse;

33. tranStack. push(selectedTranIDs) ;

34, enabledStack. push(enabledTranIDs);

35. currentStateSet=newStateSet;

36. ENDIF

37. END WHILE selectAnother= =true;

38. ENDIF

39. END WHILE true;
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1. FOREACH(4; in path)

2. IF(a,. swimlane¢ SUT &.& a,. next. swimlane€ SUT)

3 input. queueln(a;. swimlane,event on tr;,t;);

4 trans, add(tr,);

5. ENDIF

6. IF(a;. swimlane€ SUT &.&. a;. next. swimlaneg SUT)
7

observed. queueln(a;. swimlane, event on tr;,t;);//8b4b t; &

7% S B 2 314 9 B 2
8. trans. add(tr;);
9. ENDIF

10. ENDFOREACH

11. FOREACH(tr, in trans)//guards =4 B 45

12.  testCase. constraints. add(tr,. guards);

13. ENDFOREACH

14. FOREACH(tc in TC)//TC = ({4 it 1] £y 3

15. testCase. constraints. add(tc) ;

16. ENDFOREACH

17. FOREACH(t; in path. timepoints) // % #§ % L3 44 & 4 e )5 Bt
[EEDES

18. testCase. constraints, add(generateConstraint(t;<<t;4;));

19. ENDFOREACH

20. RETURN testCase;
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