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Fined-grained Location Privacy Protection System for Android Applications
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Abstract The location privacy protection is a prominent problem in mobile location-based services. Coarse-grained per-
missions methods prevent location data exposure through absolute authorization policies without considering the service
qualities of users. In this paper,a native location-based temporal-spatial obfuscation algorithm was proposed to imple-
ment the fine-grained location privacy protection system. It can protect user privacy through location cloak, which is also
able to keep the service qualities. First, an interception method has been developed to capture the service requests and
precise location data sent to applications and processes the location data with location obfuscation algorithm. Then the
cloaked safe location data are returned to applications and the location privacy will be protected. The experimental re-
sults demonstrate the effectiveness of this method.
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