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Design Method of SRAM-PUF Based on Error Correcting Code Fuzzy Extractor
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Abstract Physical unclonable function is a new kind of hardware security technology. The physical fingerprint charac-
teristics of the chip are used in many fields such as key generation and identity authentication. The fuzzy extractor based
on error correcting code was proposed in this paper to improve the robustness of PUF of SRAM. The working process
of fuzzy extractor can be divided into two stages,generation stage and reconfiguration stage. The supplementary data of
PUF is created by using BCH encoder method in generation stage. And the stable response output of PUF is created by
using supplementary data and the error correcting ability of BCH encoder in reconfiguration stage. The fuzzy extractor
experiment is running on ATSAMV70J19 CPU platform and the consistency reaches 99. 9% under different operating
temperatures. The result of experiment verifies the excellent performance of this method.
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