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Security Survey on Android Application Based on Dynamic Analysis

NING Zhuo HU Ting SUN Zhi-xin

(Department of the Internet of Things, Nangjing University of Posts and Telecommunications, Nanjing 210003, China)

Abstract Because Android operating system is powerful and it is easy to develop,it has not only become the world’s
first share of the smartphone in the past few years,but also become a prime target for malicious attacks. In this paper,
we briefly introduced the Android malware and its detection methods firstly. Then we summarized and analyzed some
latest and accurate dynamic analysis techniques in Android security and introduced the technology works, technical solu-
tions , technology performance levels and test results from multidimensional perspectives. Finally, we presented a few di-
rections that are worthy of further research.
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