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Review of Collaborative Detection of Threat in Big Data

ZHANG Jiange GUO Yuan-bo MA Jun CHEN Yue
(State Key Laboratory of Mathematical Engineering and Advanced Computing, The PLA Information
Engineering University, Zhengzhou 450001, China)

Abstract Some malicious and illegal persons take advantage of direct or indirect methods to attack some person,organi-
zation and nation,so that they suffer from different degrees of threats. The type of information is various, volume of da-
ta is large and it needs to be processed at high speed. Therefore, we firstly analyzed five typical collaborative detection
models which are Esper model, Hadoop model, Agilis model, Storm model and Spark model. Moreover, we made com-
parison of them and expatiated the network environment for different models. Then, we analyzed common attack methods
in the network which are DDoS attack, MITM attack and APT attack,and explained detection models for these attacks.
Finally, we provided the deployment scheme of collaborative detection of architecture model for threats. The scheme in-
cludes two components which are sending component and receiving processing component. Then we pointed out that the
architecture of different models can be deployed according to practical requirements. Especially, we provided the deploy-

ment scheme of architecture model in peer to peer network, ranked security domain network,and hierarchical structure

network,
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Night Dragon, Five Major Energy Companies

Nitro, Information Theft of Global Chemical Enterprises
Luckycat, Aero. Army and Energy of India and Japan
Flame, Information Theft of State Secrets

MBR, Bank and TV Station of Korea

SandWorm, Taiwan Government and other Unit

Time
B12 APTHEF®

APT Wi B4R B Z 2 — KR, BRI T #IBF 8
TR Bl —N B R B s T e T e m o , BB APT I
HHWEREERDHALAWE BhEE. ERERE L
5 R 28 LB R, REM B REHN BT E L IRAAR
S8R0 HE T REIWERATRETHEREEFENE
ERAGHT, BR APT iR, BT APT HHRARA



%, ERENBETFERFAL, RE G AL R R %
TR, AT DASR A B £k A AR &L (40 Hadoop 2K Spark) , &
SR BIEFHMOHR KT APT Wi,
3.4 HMERKMBIRIRT R LR

xf F B & H P a9 g F B, 7T LAk B — A e
A Y ot HLpE AT R I, th W R LA UME R R R g 4
AP EBATRI ., FA%k i, SH DDoS B i — 4 X E S
BRSO, T LR A Esper, Agilis #1 Storm 82 &%t H A
W s %4 F MITM Boiki, 7T LK A Esper B8 5 Agilis #1246
SaMAXXHHATRN; 3T APT X, ) LIR A Ha-
doop. Spark R H kiR .

4 HMERLMEGRBE

PMER RN OE R ERAN A, &
BERE PR AGEE MR D 2R EIR R ER
SR, BRWT LA FA T IR M 3R B P 48 038 , th W] LA B 4R R
LI MEBARRIRE; 2) B % EVLIL S H SRR VLIRS
B, T A RBEH EVLF HEREORER., BlbHE
B EE R B IFEH RE N ERE TR T ER
BERUAH A, X SR B AT AR I R BT AR R E .

4.1 REBE

R T X EREATUME R R T, 7 B R B A 4
H RS , R BE T E O 30 B RS R LIRS R R B,
PG TEM X FE B AR X BN ERNE RSP IHEF Tep-
dump, Sniffer, Wireshark £ R # T H., 50 i U5 & FF 9B 48
PRBEE  EOURETE LN RS 38 3 E, TR RBY £ 1
HESIE, Fat, EMEMEBRAMTER LB 44E5%,
X HRER B P4 B0 Alk %5 B S BB ST 2 dr fn AL 38, 0t
BIEHAT R, RI\E BT,

F FARER TR AR5 0 I 48 B 3 LB R E A7, — Fb
LA dump ¥ F USRI SR, B —FP R DL XML 4830
AR RIS

dump ¥ SCHBARAE S H U, — R ERER
A Tcpdump ¥R 33k (Packet 3L . IP ¥R iR 3 ¥4, H
7, Tepdump #& 2304k B4 B 24 A~F 5, Packet SkHI K
R 16 AFW, IPHERGKES IPHEREFNEKE
FHRYE.,

dump #XSCHF P —FHREITFNT .

1) Tepdump # XX L B30 E 4 FIH Tepdump #%
XXERIE 2 FHNERES 2 FHHTHRAS 4 FHM
A IX 4 FHEET R 4 FVREEER/D 4 FIFHH
WEHEHR LI 24 FW, AAIT .

Al B2 C3 D4 00 02 00 04 00 00 00 00 00 00 00 00 00 01
01 DO 00 00 00 01

2)Packet kAL E 8 F MBS E B 4 FH AR
A IPHERKE 4 FHH IPRERFEAKE . &£ 16 %
FLOABZMT

55 2F 6D 1B 00 00 00 00 00 00 00 4A 00 00 00 4A

DRER 60 F Ry IPFUBREAARN.

45 00 00 3C 8A 9B 40 00 40 06 23 DS CA 4D A2 D5 AC
10 73 14 88 48 00 17 F9 84 64 6C 00 00 00 00 A0 02 80 00 C4

OF 00 00 02 04 05 B4 01 03 03 00 01 01 08 0A 00 05 94 5A 00
00 00 00
XML #3304 H i — R BE RO T .

“1” impact="unknown” alertid=“1">

(Alert version=
(Time)

(date)04/16/2015¢/date’

(time)16:04:43¢/time)

{sessionduration)00;08;08(/sessionduration)

(/Time)
(Analyzer ident="*tcpdump_inside”)

{name) tecpdump_inside({/name)

{/Analyzer)
{Source spoofed=*“unknown”)

(Node)

(Address category=“ipv4-addr”)
{address»202. 77. 162. 213{/address>
(/Address)
{/Node?
{/Source)
(Target)
{Node>
(Address category=“ipv4-addr”)
(address)172. 16. 115, 20{/address>
{/Address>
{/Node)
(Service)
(name) tcp{/name)
(sport)34888¢/sport)
(dport)23{/dport)
{/Service)
(/Target)
(/Alert)

W5 HERERA—-A-Lmd (F P shak, HE 1P
ik FFosed(E] S5 R HTTP #46 \URL. B &8 ID)E
a,HP— % B SHIRMAARMT 204, 97. 171,187 1. 1. 1. 1
2015-04-17 11:42:50 2015-04-17 11 :43 :56 GET/test/pay_
bill. php HTTP/1. 1 http://1. 1. 1. 1/test/pay _ bill. php
7¢18371db830b37c30el edd4c5560fbd,

PO R4 F LR HE IR ER A X 26 P 4% O Al 95 H 7R
PEEZAMETRBNE REHLHEEE, 51 B REIBEE
SRR FGHATHIALER R BR FER ST RO B R 0T, AT T
P2 R ) P 48 Ak 55 AR E B B B Bk .

4.2 FEMENRET

PMERX BB R S b L ER R R A
X 4 TSR, 3o o Ry Y ASE 7Y RoF 2814 3 AT 4307 A T ) L ) 44R 3
TABEARTERANES, SUIMEXBIME TSR 4 5 T X,
PR AT AR 4 75 ZE B0 A N R A B L MR R AT BT AR
FRORRL, TTE 4t R R O 4 SR AR A Y SR R IR B O
£.

DXL X TR ELN AT E ML, B T Esper
£ U RO, e BRI 224 7T 43 9116 8 Storm
N Agilis HEISFH MERNERA S TR EBLRLHEN
Xt 45 P4 , VR BRI B2 #9 7T 4351 %8 & Hadoop M1 Spark
MRS FHAMERNES.

. 25 o



D EREZ R . 5T Lo B FRE 2B,
Pk , EIRR B % 2 30, Esper WIRA 7= K KWW,
YE BRI 3244 7] 43 558 & Esper, Storm, Agilis #RI 5 3
MERWIERAS ;AR RSN T 28, Esper RiRET=HRE
HEFERT, U B A 0 28 44 7T 43+ 5 #R & Storm I Agilis #£
W MERMIEAG: TR EBRLEEN TR E L
P45 , BirPE =2 B A8 1 B2 M9 T 43 51| %8 & Hadoop #1 Spark 4%
BEPMMEENAS, Bk, FoERaELBmYE, hE
REMMENE AT ERELZ 2RI RRE. R
LR E 2B ML 1T B 8 PME 2 5E B # I B, Esper
5 Storm A& RIBERIANE 13 FiR .

_——— e — —_————————

Security
Domain

|

| Hogtl 7 tn
VAN AN
|_NSensorHSensorNSensorHSensor NSensorHSensorNSensortSensor,

Stn

B 13 Esper & Storm 41 & #ICRHE KR

B 13 AT, FE 2 S5 4B 22 218 W 45 v B 2 U 64 DIME
AW, T RE2BER LN BHBITRER
B B REBER TR AL, A 2 RERH T
LA LU—EA EEFEIE, AR T — 1 BREW. B
1, 72 5 R A5 B 0 £ o R B B B B A SR A AR R 2
UFHERNESFEME PR EFOL. FFAH, R
BUt R LR PR W R R X A, B RS R E
FE B M 2K SE AU SR A RS R FAE R A K 2 A B0
HEIEOL; L B ERAUA b B B U Ve KSR A I 2R 4
RS TR S L 2B i ER 5.

HRIE BEMOARS TRAEESEEN T ARG
A WU B AT RS2 BIA R E . T kfE
BEIE¥ 85 & SR 7E M4 25, RSB E %
MER, BEEELR, T HTEHE M, K& KYE
B B, 08 T 78 RBOR IR A I 77 7 B B » 42 3T
B Xt e A AR R AT AT L LU, RN RV BB BT 3E A
B RO 28 IR 5 UK, X P4 35 55 P R I BGE T BLE A7 04T
VLB I X Se B 8 R O BERY; VT 18 U ZE R B3R
X B 6 B AR T SR AR Y B TR T R R R MR
HERET A A AR WO 4 B AL TR AR ST B R B I B S BRI
B, XA AR R LR R B AT A R EE 15,
BT ENE SERNELEM S SRR RN
BERRETR,
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