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Approach of Android Applications Intent Injection Vulnerability Detection Based on Static Taint Analysis
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Abstract As a message carrier in the process of component communication of Android application, Intent can be mal-

formed by an attacker, leading to security risk of malicious component injection. A detection approach based on static

taint analysis was presented. On the basis of building call graph and control flow graph of Android application, by tracking

the taint propagation with in and between components, the potential Intent injection vulnerability can be detected. This

method is used to test four types of benchmark and fifty third-party applications,and the experimental results show the

feasibility and effectiveness of the proposed approach.
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B TR %42, Android N EMNASET —1TH
F IDGEITEE O M B IPLN . RTTE— T IMERAE
o, B R B B R, Y Android 245 T —
A RIEREEYLH B BEIE {5 (Inter-Process Communica-
tion, IPC), # Android Z4t, IPC Ll Binder #I Intent BiFf
FFRIETE, K Intent 1B 4 B 84& (2% action, data, type,
extras SR , W1 LATE R — N7 FH AR IR B FA 9 4 14 22 T %53
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B ARTRBENRNERHENEKMET, N ABRFRAE
SPFRBARZEEMEGFRENATHEFVWELTR.
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BT AERBHARRERERE Intent A, T H In-
tent T ARUFEF ATF AP, Btk R4 x) 1CC A&
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HH# Intent FEA R, A XETHEB AN ERETT
— AN E# T B IntentTracer, i@t & X Intent {4 B R 5§ iH 3
() Bt R 2% 4 44 PR 4 1 [ 895 R BB AR B I 5 s, I LA 3R
WA RBMRREE.
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2.1 Android ICC

Android 57 i By 4 8B4 H M L, 4 B 2 Activity,
Service, Broadcast Receiver 1 Content Provider. Intent £
Android i ICC HLHI 89 TS, 8T Intent B LSS 5 Ac-
tivity F1 Service 3£ 0] LA ] Broadcast Receiver 3£ #&EE .

Intent & B AR, B Intent AL FIHEE
TR E I Intent 2 & 3% B3N 902 B9 LA TR
K Intent BY4BUR T AT LAR BT 8 5 & S 9 48 45, i Android
R BB LLEWGZ Intent, E manifest U R
BTN intent-filter #7355, Wit & X action, category Fl data
T ERCRE A Intent, BN, FTARE T intent-filter 7%
B BAEARIC exported BN false B EBIARATFHY, H
B R AFHE RS Intent JH B .
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BR8] — 4R H T Intent I AJRIR , B A Z IR B 5
FEEEE— B WS Intent 5 BB FFH 4, T RL
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BT LT URRE, A ST ERELEIL, IR IX
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B 1 Intent F AT FHERIMER

Wit & R Intent B EEF , WRERIT 3 MfF. (13K
A Android iR & FBHE =AM HHNEENE. &
HIX R AR T SEB H B IR R DIRESME BT fE LB B
B, 4P RTREEREERS A BRI, tkinm B
5 APP BiE—PEEHER Intent, (2) BEMEE, XA
HEHES MY EEWEN URL YA SE8EE 8
SHENMFERFGIAHRE—4 Intent, G)EERIRAH
EFHRA., HAmLEd— %5 Intent scheme URL™! 3 H %t
Intent IR RN W AR R B 1] R HE KM APP &35

Intent,

ZEHRZ Intent WK EHEREQEAFHMGH
POREP BB ERZRBBREF AN, YXENTFEEZ
WEE R Intent B, SPRAT — L 5 HH A HH AT #9222 HUE
B, SBMET I RE.

2.3 — Intent FEN KRB

& 2 —ATF7E Intent 3 AW 8 Android B FH , BB
FAf & Activity0l, BroadcastReceiver01 1 Activity02 3 >4
., HA Activity0l B/AFF4H 1, BroadcastReceiver01 Ml Ac-
tivity02 RFAE A1,

Vulnerable APP
ActivityC1
OnCreats(Bundle ...){***
L5: Intent i1 = this.getIntent();
L6: String s1 = //Source
il.getData().getQueryParameter( “keyl” | i[28: String &3 =

% i3.getStri “
L7: String 52 = i1 getStringExtra( “key2” ); "y serSTingan( a2
//Source 1.29: i4.putExtra( “key3” ,83);
L30: c.startActivity(i4);

L.11: doSomethingWith(s1); } ¢ otvity(i4)
L12: Intent i2 = new Intent(); Activi

BroadcastReceiver01
OnReceive(Context ¢, Intent i3){>*
L.25: Intent i4 = new

Tntent(c,Activity02.class);

L13: i2.setClass(--,BroadcastReceiver01 class); OnCreate(Bundle ...){*

L14: i2.putExtra( “key2” ,s2); L33: Intent i5 = this.getIntent();
L15: sendBroadcast(i2); L34: String s4 =

} i5.getStringExtra( “key3
public void doSomethingWith(string value){ 2"

135: doSomethingBad2(s4); /fSink
}

L18: doSomethingBad1(value); //Sink
}
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{B1% doSomethingBadl O #l doSomethingBad2 () R %2
HURE) APL B3 IBAXAF)F HFZER A Intent 73 AR,
B NENTFE MG Activity0l 1, M\ Intent 2B SE s1 B H
3T M%E£K8EHES A KN % dSomethingBadl O,
B ANTERAVE A Activity02 R, B4 Activity0l 3REUHY In-
tent Z¥ s2 it ICC £S5 HE L s3 1 s4, RMAE A do-
SomethingBad2 O /7 &% , BB A #HITIRA R LBE. XF4
TRIAZEE TARNAFABFEE Intent T, &8 ICCRFH
{4 LT BETFAE Intent FFA , WISCER[10]FT R A Next_Intent I
FHt R A Dropbox RN HIFAE HHE VideoPlayerActivity &
TETER Intent A P& TH F 3 Dropbox Ik F* token {5 & /it 58,
i Z AT B> T R R AL A 4 & Intent e AR
E A B SR EH S TR, B BEEE
SYHTHIF AT Android 7 F A FFAA 1A R BVE 4B TR
# Intent FEA A .

3 IntentTracer E 44244

BXETFESHF RSP EA, 5% Android N AR Z
T —JE R T B IntentTracer, #1& 3 Ff7R, IntenTracer
%t Android B KA S T EATE A, a2

ALFRFNTS B4 3 EER.

IntentTracer
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20 1y 350
REH @ﬁ):ﬂ?%'
il [cm#ml |inw:u

B 3 IntentTracer RAAELE

3.1 WAERE
FUL M Bt E E A HE DEX 777 B ¥ FI AL B S i o
2 Mk, DEX £ Dalvik B #IHL 8 & AT 308, 1 F
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3.2 WEdEAeEME

rh Al FR b BB B B AE Source A IRH . R EEHE
(CG)HEE F e i i B (CFG) 9 3 MR, Source SR H
EREF ST LK Source FEEEFA BN B BT W E
RGP HFTERFBEEERICHEER REFE
Source FiEA X ZA H#HITHT. CFG 1 CG £ZEH#AT
15 TR EERY , CFG FE 45 B B B s BB W44, CG A
T4 B ek R R R A
3.3 SROWHME

ERAT Y B IS A AN RIS SRR R A s
SRR RN 3 s, AR FAFRKTE A3
R FERAE CFG #1 CG &/l L #7407, B 3 A H
E] TS OB BR B P B B AR I R B o R HAM B R
BAERESBRPEE ICC FERAF BT ESENIE AR
BB A FF SR 1T A 49 B TS SR IR SRR TR T SR
BEREE B N TR 3T, TR BUR B
SR, RNEUEAD AT EBImREERT
Sink F B X S35 B 015 R BIE, IntentTracer &0
FM Source B Sink RMPATEER W HEL2RE .

4 IntentTracer &1t 5L

IntentTracer £ FFF I /Y Java BT HELE Soot!! 5
B, FIFH Soot RALAIEF Dexpler™ ¥ Dalvik 715 5 H R
=B AP EFER Jimple, ZE B AE EWERES R E R
BEHE R BTSSR ST, B R SR Intent
HEARR.

4.1 Source #1 Sink E X

IntentTracer R FIERATE AT I, B A EEN R
A¥HE (B Source) i, B S REBFET IR B A
R IE R MR R TS S BRI R £ BURBRE (B Sink) .
A 3CH] Source 1 Sink 5E XN .

(1) Source F ¥k Intent % £ &1 T $2 BX Data 1 Extras
BYHESEN GET FiE, Intent M REEBE GET Kk, B
FEFE X Intent I ATRTA EE L H F M Intent IR FREH
Data #l Extras B4 {5 B A 3 FHHNRLRIES BN, T
PIA SO Y Intent X382 3R ER Data 1 Extras S50 % /)
GET FEEH%HE XA Source J7ik, B0 getStringExtra(),
getData() %,

(2)Sink Jy gk — 5L 2H R EM KK APL G0
M loadUrl() 3147454 Runtime. execO LI R Z #]
queryO%,

4.2 #3# CGHCFG

CGR—TMEME, Bh MR A—1 R PR E
AR, MRESAHE, EATERERFHIAD
PREL, R 5 1E 58 Java N FAREF A, Android B FFFRA
% — P A O main K ¥, Android 7 F B 40444 5%, 78 RE
RBTTHIRE, 8 4E R 408 o 8 A 4 A 19 A A A 5 O 15 (On-
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Create, OnStart, OnResurne %) 325 57 Fi #3547 R 45 » B 40
BRI AR T AT RRIEARFHALER.

BT Intent FE AR 2 367K B SRR Intent 14
BRfEETRE, Y— A FHAER B4 Intent 75 8 5, XF
Intent W R BEERBWERBEERMEENEMRB L
o, A0 Activity 41448 OnCreate O 5 85, BB A, B X
AEAHRBGSHFA D FEITHXR, WL 1 5. In-
tentTracer SRIELH 1 9 2 RIS B B O 4 A DO P AE RN
CGHAOZEA.ZIFEM CGC ADFBBFA B AHE
A1, 347 CG HEE,

R1 AMFARTE
ST F &

void OnCreat(Bundle savedInstanceState) ;
void OnBind() ; void OnStartCommand() ;
void OnReceive() ;

afxy
Activity

Service
Broadcast Receiver

CFG L E—NA mE, B mg S EARR, B i
BAR—TMREARE G P BEARYEZEMHFEL. CFGERE
TEMEM CC M b EIRERCEI PR R,
BiEXR CG B8 — 1 EHER—4 CFG,

4.3 BEFRALSW

BABERATRETHER CG M CFG, BB A4NKTE
R IR B AN 4RI 75 RSB BRER
4.3.1 AHALGITEHIERE

TESEFT 4 4 B9 75 5 B35 BR BE B, IntentTracer 1R 48
Source & SCH H IR MM ERIEER B Intent IR BHEXR
AR BARIE TS IR, F2E R P AT 60 B v 4T 15 MR
HIEREE WIS R BB R B RA Sink g, 5N
CG WA B TR, BT84 R CFG, X383 5 B
A, B LS 5B SN EXR RS SBEETERAR
B BYT5 mAE % .

BERREWAIETE Jimple P RIFRR Ei#T. BEARR
ESHRE S, T RS BHATIE . SRIEEEETEXT

L EREAS WIS RREAEER, R 2 HFALHPEX

T(ERTE v B ERE, T =true BRTE v A5 A
¥R, Bk T(a) =true 3 B doSomethingWith(v) 2{EZ L)
TR v B R,

2 BEREEBRE
VGES) LG EES B R ERY
b=a; T(b)=T(a)
b. f=a T(b. H=T(a), T(b)=T(a)

WAEEY b=a f; Tb)=T(a D
_ . . T(w=T(a),

b=doSomethingWith(a); T(b) =T(returnVal)

R EiEA return a; T(returnVal) =T(a)
& ¥ F 154 doSomethingWith(a) ; T(v)=T(a)

4.3.2 ZAMF R 8575 KB IEIRIR

TR AANE SRR S ES, R B TR
FR—A ICC HkFH HESH Intent VIRERS /€ AR 4 LB
FERBHMGRMIE SEBEE. WE 2 FRANRENA,
MBI R EHME Activity0l 89 sendBroadcast J5 ¥ 0T, B
FSE 2 5 AR, B FEEREA GRS S BES
%, SR J5 8k 42 1T BroadcastReceiver01 £ RN B TS S 40+47 ,
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148 OnReceive TR Z I A BN R, Bk #
BT R RE A E PR RE R

Activity01 BraodcastReceiver01 Activity02
(AFF) 2 (FA ) i4 (R A)
G2 (kev3 53
s ’

’ ’
17 |[icSomeingeea2
B4 REIRA ICC#H

LB B 15 S BOE BR B, B R B E B iR .

L4918 ICC ket , § MM B2 8 Intent 58, T8
2 Intent, ;f 13 3R BUH Component Name J@ ¥+ {5 BHEH
g, STFER Intent, FE 1 E action, data F category
IANABHEBRIFE AndroidManifest. xml 3458 F B 48
AR intent-filter #7485, WAL E B IS ECHE BiRA k. X
HirA 4 2SS, IntentTracer Bl —3k ICC =M B
B {0 o JR S O W O B ok S B A4 TR S AR IR
RIS, Ik 3 5. B4 ICC F g AAR, & 83
e XTI 4 B AR 28 4R B9 4 4 R O Bk R BT 4% Intent {5
BAE R B AX N FE R HATHA RS SRE
PRER.

# 3 ICCT: s BiRdE MM A s &

AAREHRA ICC 7 3# L S Intent & &4 #
startActivity(Intent i)
Activit OnCreate(Bundle ++ i-»getIntent
ity startActivityForResult(Intent i,-+) reate(Bundle +++) i~gethntent()
Servi startService(Intent 1) OnStartCommand(Intent intent,*+) ~Intent
CIvi
o bindService(Intent i,++) OnBind(Intent intent) i~~Intent
sendBroadcast(Intent i)
sendBroadcast(Intent i,++)
dOrderedBroadcast(Intent ,++
Broadcast Receiver sendOrderedBroadeast(Intent i, ) OnReceive(+++, Intent intent) >Intent

sendOrderedBroadcast(Intent i,+++,+++)
sendStickyBroadcast(Intent i)
sendStickyOrderedBroadcast(Intent i,++)

4.3.3 RBEAAR

Intent EARFH R EEEE SBENTIEBR., 4
IntentTracer 4347 Jimple H (8] 3 A3 &) B, 2051 L #T1E H) 4
R B, M E EHIWHZ T R BT E XA Sink 725
R IRE, Wi — AW T R A SRR N
15 B ISR 2, W Bk B R — NS FERY Intent AR
W ARERERBFHEERGER, AKX T EHXSEN
B AR ] AR R B R At I G 45 05 15 B M Source F)
% Sink J7 ¥k 975 s BREF BE A, B A L trace 18 5% LA(E #F —
4T,

5 XLWHR

5.1 SCEAFRiH

LI &R 64 fif Intel Xeon ¥12%, HACTE S B K 32,
CPU #i% % 2. 13GHz, YA FF K/ N 32GB, BIER G N
Ubuntul2. 04 A<, 435 ue BOvR MR A A3 = 0 b7 FA
HREA LTI,
5.2 3tEE ik

R EEFIEAY IntentTracer YA R, 230 T 4 2%
PR, S A A, SRR AT AN C MAE
HEC L I3 4 Frsl. 45 A IntentTracer 5 Epice MH3% 4 26
N FHHEAT AT, AT 45 SR A0k 5 Bl AT LR BR, SF 53X 4 2%
L, X AE 4 W) 68 77 77 T » Intent Tracer 3 8] LA 1E 8 A&, i
Epicc HEEIEBRM H A KB R A, 5t 53 41 3 R TR
REIRIR X R B T Epicc WA FTE A F A4 FTE Intent
FEARRFREHETHREN . A EMETE, In-
. tentTracer B 7047 B FIF 20 (8] B 82> T Epice, T EFEHEE
IntentTracer JE7E K 2SN BEEIH) Intent H B £ TR, H
SRR R A FFE M, T/ TR AT BT A

PFEY AL B AR rP 3 S 4 PR 34 0 B R $AURS T Epice | &
ST BT AR WA 1R 3 B3 AN B R B A B AT 247 B
BEHEBETF S K.

R4 4 BARERAN A

MAXE ANFAEC FAH 1 Co 2 & #74 Intent 3£
A A source 1 sink — 2
B A source sink -3
D F source — F
E & source . sink — &
£S5 FRMERNRN AT R
. FH LA B E ()
RRES IntentTracer Epice (IntentTracer/Epice)
A N N, 45/58
B ~ R 52/56
D N R 11/45
E v/ E# 47/52
5.3 hekiflis

A SRS SR HE R #7007, RMEANE =
R SH IS T 50 4~ 10M RAT 895 F/E A4, /1
TREEHENA HEZRNAHUEBHWIENH, £3
FHoip 8 A A A 7E M Source B Sink BYEE2, HEE AL
B exploit &, UER] T HALFF7E Intent JEA R, WX
Rz 6 iy, ANRPHUERE N NHSFAERXEATA
#, Wik R I A Sample2 #9FEAAFF A4 P FE7E Intent
HEAL AT LASE BN AL B N 5T, Bl BF % A 4 9 WebView 2
HT addJavaScriptInterface 3 0057, B i 8 LA AT R A B
H#y JavaScript {75 35 BT 72 iy & AT, HEA Samples Y
Sink A EEFRE HG N, TFEHITAMB M5 S EER
B, BRI Sample? AFFAMECH 10, H 5347 B F i 8] &)
HERTHEMA, FEREH T Sample? HENAFHEH
REBEXEHBERTEMMA.
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#£6 B HNARRENER

AFBHER/ . HURHR/ HATEE

HE BaKK Sink %3 s (s)
Samplel 11/58 FRRAR aAHER 155
Sample2 5/37 T ;ﬁgﬁﬁgﬁ Ay HHER 65
Sample3 15/72 Bk E AW 192
Sampled 9/63 BT E4 BUHR 131
Sample5 13/51 FRAR 48 1 8] 195
Sample§ 8/49 BRERE R 55
Sample? 10/57 HEESBRFEERE AHR 320
Sample8 7/44 BAHEXH 41 116

HHRE AXRBT-HETHSEAOHH Android
KA Intent FARMMAW H &, BHHLATFEHTE In-
tentTracer, %778k RN & 40 {4 9 #0240 44 6] B9 75 R B EE BB
5%, A7 LA BRI IR R 54 A A R R A
FASMEBAY Intent I BT &3 WABEMIEE B HH7 BT
LR AR T HEEETT 4.

B RTE T 0 B 35 1A % AR AR b R ST PL R 0
INLARER, BB ESSTERFE—ERE, X TiX%KMA
B, 5 RR s — PR,
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