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High Efficiency Multi-authority Cloud Access Control Scheme

ZHOU Peng-xu LI Cheng-hai
(School of Air and Missile Defense, Air Force Engineering University, Xi’an 710051, China)

Abstract For solving the overhead problems of users in the multi-authority access control schemes,a HE-MA-ACS
scheme was proposed. Qutsourced decryption is introduced based on the hierarchical authorization structure, so large
part of the decryption overhead is moved to the CSP, Furthermore, fine-grained attribute revocation is achieved and the
users can not participate in the operation when their attributes are revoked. The correctness, security, calculated and
storage performance were analyzed. Experimental results demonstrate the superiority of overhead in user storage, access

communication, decryption and the computation costs when attribute is revoked as well. The scheme effectively reduces
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the burden on the user side and improves the efficiency of decryption.
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Z 113 (Cloud Computing) B Bttt LR ERA T TR
FRAMBFEERNZREN, TRUAH P RERFTY
BYE B A B RS . BR MR LR
A [ R o Bk — B = T o B, A Y OB FE A #E “honest but cu-
rious”™ iy CSP(Cloud Service Provider) 3%, CSP A] 6 7
ok B R P OB ERBEREBNNE=F, REBC TN
BAEKR P8R, XA P BRAEE SRR B X 2 B R = it
BB ARAR TV AR P W A B (), B AT ORI R P B
ERSF IRV TR .
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ARSI EHBIB T —EBR. Sahai A %M F 2005 FH K
¥ T FIBE(Fuzzy Identity- Based Encryption) 73, B IK#
HEYPERIEEEENSBHERHA TN ERED. 2006 4,
Goyal V%01 ZE sy B 1 T KP-ABE(Key-Policy Attrib-
ute-Based Encryption) 5 R, A LASCHLFH P X0 25 5048 & 4 kL
BEVIE]. 2007 48, Bethencourt J %1% ZE SC#R (4189 2t £ X
# 1 T CP-ABE(Ciphertext-Policy Attribute-Based Encryp-
tion) R, EH R RBHEPERETRE, EETE
WHEIFEFWRA. BEES 434558 CP-ABE HlH

PR H $3:2016-01-05 iE1& H . 2016-04-04

P Ui SR eA PR B R RO B R R, R 1 T & F CP-
ABE-R WEEIRERHZRZLTR. XA AP 8-
ME— R AR, RO ENRBRS BHEER, ARMRR T
R REpLE EAE.

EREF T REFRET AP OEHRN . ERBENP
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BHEREEN I B RAEHTIASER P LITR B XREX
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iR 2 BAL PO R PR AT B R (B P R e R
REMFEEFH ., Chen FH Xu FH 75 F PR MM A
ERAREE I F, B2 5 w05 % R E B8 T B IT 8.
Chen FU 53 T 78 = IR 45 34 44 B0 43 2 R4, (ELA P R L
RAEEH T E TS RERA SRR,

A HEAEBRPLTRORNE, EEFHE R
T, 5 Yang SV 4R 897 RHATEGHE R  HE-MA-
ACS R, BN SCEUI % % % 41 10 — 3R e CSP 34t 55—
RO EAE R P 3, X4 P D[R B R B CSP B X9 % 3C
HATE R R R P Wm0 BT E BRI, RE R P st
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L1 REEBMIER

AXREMARGETEE 5 LK. 5 RS EUER (Cloud
Service Provider, CSP). i\ iiE # > ( Certificate Authority,
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f?ﬁﬁﬂﬁﬂ@ 1 s,

(Data Owner, DO)FIFHE P (User) ,
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EX 1 BEXRFEELEFWT 6 4 CP-ABE B 1k : CASet-
up, AASetup, Encrypt, KeyGen, Transform #l Decrypt B #: .

CASetup(A) = {MSK, SP, {uid, GPK.is s GSKua } } : CA
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FXCTN KR BB A, SR E L,
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HAREEE  FA P AT REAE B AR , B Vi I8 B A BEYI A
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PK, = (e(g, )% 1 ght g ). HFFEMMFTARIEARES
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