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Research on Access Control Model in Multi-clouds Storage System Based on CP-ABE

YIN Kai-ze WANG Hai-hang
(College of Electronics and Information Engineering, Tongji University, Shanghai 201804, China)

Abstract Applying the access control system based on ciphertext-policy attributes-based encryption (CP-ABE) in sin-
gle cloud to multi-clouds storage system will encounter a problem of policy conflict. Thus,an attributes mapping scheme
was designed and an access control model in multi-clouds storage system based on CP-ABE was provided. The attributes
mapping scheme was designed based on the access construction tree of CP-ABE and the types of attributes’ value that is
supported. At last, the framework of this model and its workflow were elaborated. The effectiveness of the model is ver-
ified by building a simple prototype system, and the performance of the prototype system is analyzed. The proposed
model has theoretical value and actual meaning for the research of access control in multi-clouds storage system.
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