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Research on Studying Method of Network Anomalous Behaviors Classification Based on Topic Model

MA Zheng-ran ZHANG Bo-feng WANG Yong-jun

(School of Computer, National University of Defense Technology,Changsha 410072, China)
Abstract A novel approach to learn and identify the anomalous behaviors in network was proposed. Unlike previous
work, the intrusion detection problem is mapped into the topic model and a classifier is built. Two kinds of connections,
namely normal and anomalous ones,are separated before training the model according to the labels of the connections.
By analyzing the effect of the parameters, it shows that « (Dirichlet parameter of topics) and the number of topics have
positive correlation with the results of prediction, while B (Dirichlet parameter of feature numbers) has negative correla-
tion with the results of prediction. This model was evaluated using KDDCUP’ 99 dataset, The result suggests that the

prediction accuracy is up to 91, 69% which outperforms SVM algorithm in normal and anomalous behaviors classifica-

tion,
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1. foreach connection ¢, do
foreach feature number w,, , do
randomly sample topic index z,,, , from k~ Mult(1/K)
0P +=1;n,+=1;n®+=1;n+=1;

. foreach iteration till convergence do

foreach feature number w,, , do

n® —=1;n,—=1;n® —=1;n—=1;
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6. foreach connection ¢, do
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9 randomly sample topic index k~ p(z;|z_;, w)

10. n,(,,k)+=l;nm+%1;n1((‘>+=1;nk+=1;

11. readout parameter set ® and ® according to Eq. 7 and Eq. 8
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1. foreach feature number w,,., in new connection do

2. randomly sample topic index zgey,, from k~Mult(1/K)

3. o +=1in.,+=1;nP +=1;n+=1;

4. foreach iteration till convergence do

5. foreach feature number Wiy, in new connection do
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6. 0, —=1;npew— =1;n,—=1;
7. randomly sample topic index k~ p(z;| z_;,w)
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9. readout parameter set 8, according to Eq. 8
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