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Batch Verification Scheme Defensing Collusive Attack in VANET
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Abstract Qwning to vulnerabilities and openness of the wireless networks, Vehicular ad-hoc networks (VANET) are
vulnerable to attacks,such as the bogus information attack and the message replay attacks. Message authentication is
one of the effective techniques to solve these problems, Obviously VANET consists of a huge number of fast moving ve-
hicles, thus messages need to be verified rapidly. Recently, b-SPECS+ has became the best scheme on batch verifica-
tion, which provids a software-based solution to satisfy the privacy requirement, gives lower message overhead and veri-
fies message in batch, However, it suffers from the collusion attack executed by the roadside unit and the on-board unit.

In this paper, we provided a pseudonymous verification public key based scheme that can solve collusion attack problem.
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Our solution has a higher rate than b-SPECS+ in the message verification.

Keywords RSU-aided verification, Anonymous verification, Collusion resistance, Revocability
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