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Abstract Without disclosing the real identities of participating nodes, the shared session keys and secret link identifiers
among neighbors are exchanged based on bilinear pairing,and further the local anonymous routing entries between the
normal nodes and cluster head are built. With the help of local anonymous routing table, multi-path between source-des-
tination can be constructed and data packets will be anonymously forwarded to destination along these paths, Simulation

results show that CMAR achieves perfect anonymous communication with relatively low cost of communication and
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computation overhead,
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