B4l 5103
2014 4£ 10 A

oE oA B %

Computer Science

Oct 2014

ETAEMNEL T RO EEETR

FExwi REZE KR B &
(BE¥EIRELAHTHERELALZRE AN 450001)

H OE EMBSELHMAEP, AELEEHTHUSWFREHRNBEIANBRRETSZEA. KA, TAREHER
BAEEOERFREREL —, STFTENEEZA-ARENFA R FRAE, ETAKRBRET MG & KU EH
A, BAEZLTMBLETAHANEABXLEFT, SREX LR AR REFT oL, Ebha b, ARk F
ITEAKKMETARE A TPEOMELETRARAEEY, BE, EARZAET AR MBS RG] EH
B, 3 — R P S H ST R R, AR IR R 6 A R,

@A Mg d, BH AT, AR, BHARY
HEESHEE TP393.08 XRAERIRES A DOI 10. 11896/j. issn. 1002-137X. 2014, 10. 039

Research on Cyber Attack Case Base Model Based on Ontology
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(State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China)

Abstract In the study of network security, cyber-attack case plays an important role for effectively analyzing and defen-
sing network illegal intrusion. However, how to effectively build cyber-attack case base is one of the difficulties. For
there is no perfect cyber-attack case base, this paper studied the cyber-attack case model based on ontology. This paper
first defined formalized representation of cyber-attack case, classified cyber-attack case domain knowledge, and on this
basis,applying ontology, the knowledge sharing tools, built a sharing, reusable, scalable cyber-attack case model, finally,

using the model of cyber-attack case put forward based on ontology, realized knowledge acquisition of a network attack
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events, to verify the validity of the model.

Keywords Cyber attack,Case presentation, Ontology,Case base model
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