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Abstract

about the security of cloud services. Existing selection methods of cloud provider focus on performance and cost while

As the range of cloud computing applications is gradually expanded, users become more and more concerned

seldom emphasize security. There is no effective method for evaluating the security services of cloud computing. Under
this background, this paper presented a method for quantitative assessment of cloud security services based on security
level agreement(SeclLA). Firstly, it builds the cloud computing security index system and the quantitative evaluation
model based on cloud control matrix(CCM) and accompanying consensus assessments initiative questionnaire(CAIQ),
which are published by cloud security alliance(CSA). Secondly, it designs the template framework of SecLA by exten-
ding WS-Agreement, Finally, it introduces two underprovisioning parameters to enhance comparison method of alterna-
tives advantage degree and realizes the quantitative comparison of SecLLAs in cloud computing environment. The experi-
mental results prove that the methods are feasible and effective. Compared with reference evaluation method(REM) and
simple linear weighted method, the cloud providers sorting results in this paper are more reasonable, and underprovi-
sioning parameters contribute a good auxiliary effect to decision making.

Keywords Cloud computing, Cloud security assessment, Cloud security quantification, Security level agreement (Se-

cLA),Cloud provider selection
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BEERPIEBRS R LN TR, BRRE 10 M
IR B 2%%, P AR B AT BB AR 2
S VES I BRI T MR R P i
WP SRR R TR BRSE . mEEH
S EAEE,ANTYSREEENE. STAREFEHF




MR L RS H M RIEA X BB T i, bl
TRT A THFERF N CAIQ ARG HTELR, B
FEEEZMEB LR, WERLBHRA S, &
R CSAMER, X 8 M ERFFIEESZLHE, 455 L4 SP1—
SP8 fR¥, RESBUT.

(DETEAXZZEEHMIEFE MR, 43 &% = iR
%57 CAIQ W5 & & MRS B E RIES iTE S
BR%5 & PR R

BEMEATRR, 3 3 {XER4r 5 s SP1—-SP3 & 3“4 #1” #
L& RS PR R A R T8, B0, SP1 Y% 3138
BEFEARI M-01. 1. 1 $3R R “$0 4T Tl ATE R SE = & 37,
KPR 1 F Q01 1 FFERAF i+ #&“CloudAudit/A6 URI
Ontology.CloudTrust--%”, HEEE#H&#,iC 0. 5 4;{H
SP1 fE4R 1}t SSAE16 iR  iEHF T RERZEMN, B
I M-01, 1. 1 Higysg & tEic 1 4, T SP3 Bi# % A CloudAu-
dit B, BT L M-OL, 1 1 SRAHAEE 1 4, W =it
$5FFIM M-01. 2. 1,SP1—~SP3 £ #tHF TR EWHEFR 1 F
QOL. 2 FrERebnvE, A A MM R &HHIE 1 4.

#3 MFEWRT ZEBEREN S HMAESR T2 w6

SP1 sp2 SP3
*iflf product/ g § product/ g ZEE product/ g ?;'5
activity O activity oM activity MOB
# AT b 2hRBF CloudAudit,
01.1.1 A& 0.5 1 #.2%S0C 0.5 1 IS027001: 1 1
ZHFIH SAEEFI/F 2005
SSAELS
oL 2.1 # 4 PCI 1 SSAELS6, 15027001 ; 11
© T DSS. ISO SOC1 # 4 2005 if $
27001 i
Rapid7 i %
e v sl o WK | Qualys KU A £
.31 i .3 1 0.5 .5 0.3
01.3.1 B&#HMK 1 0 W B Py 0.5

1R/B

B R SP1>-SP8 By T 15 il 4 AH 2 A MU B 9T
o A 3. 2 WETR BRSBTS MM IR B4 1T R E
SP1--SP8 K& IR A B A A MM EEE B ER
HNESBOER., 238, SP1—>SP8 #y & HiME B 15 B E 4 B
H:71%.82% .83%.80%.58%.67%.,74%.65%.

(ORI M E 45 R X SP1—SP8 CAIQ #4512 71
BHBEEERBTBIE, HHE XLERREEEE offers
MAPE2TERATERE B SecLAps, SecLAg, 2 F Se-
cLAps.SecLAg B 37 HRIREMEHIF—Ibb L,

H 5, %t SP1—-SP8 CAIQ & A P /R AT ik 10 4~
BRI ESEEHTRIE, FITEBERYVFHE. NFE 4
R, ZEBLEEEE I, #F SecLA #E4R# 7 SP1—>SP8 %4 of-
fers BIFRHE 3R SecLAp —SecLAp . H K, HER M Se-
cLAg B SCHOF H 388 %2 2 15 55 W5 T 32 bR, 5 42 1 848 IE )5 7
HERBAR I S%, € LELERIFHER L SecLAz, HF
BERENE 7 Fin. BF,2ET SecLAps # SecLAg 7R
SHEREX = (2 Dox10 » B 8 F7%7 SP1-~SP8, %5 9 1777 2
TR BIGHRE 0 M EBHBELESREEF XHEA
— L BRIERE R = (r; Dox10, TN 8 FT7S .

F 4 SP1-SP8 #EHBELERRTHE

SP1X SP2X SP3X SP4X SP5X SP6X SP7X SP8X
0.71 0.82 0.83 0.8 0.58 0.67 0.74 0.65
4.3 3.6—> 5.0~ 4.3 50> 50> 4.3 3.6—

cooz 3.05 2.95 4.15 3.44 290 3.35 3.18 2.34 8.17

A7

5.0—~ 5.0~ 50— 50—~ 50> 50> 50> 50>
Fso1 3.55 4.10 4.15 4,00 2.90 335 370 3.25 3. 63

3.8> 3.8> 2.5 3.8~ 2.5 50— 3.8> 3.8
I . .
19 2.70 3.12 2.08 3.04 1.45 3.35 2.81 247 2.63

(secag: SecurityDescriptionTerm wsag: Name=“FileServer”
wsag: ServiceName= “FileShareService”)

(secag: ControlGroup Name= “Compliance” ID=4“CO”)

({secag; ControlDomain Name = “ AuditPlanning” ID = “C(0-01”
Weight="%0. 1” Level="“4"/)«.+

(/secag; ControlGroup)

(secag: ControlGroup Name=“FacilitySecurity” ID=“FS”)

(secag: ControlDomain Name= “Policy” ID=“FS-01” Weight="0. 1”
Level=%3.57/)+

(/secag: ControlGroup)

¢{secag: ControlGroup Name= “InformationSecurity” ID=%“IS")

(secag; ControlDomain Name= “Policy” ID=*I1S-03” Weight="0. 1”
Level=%3, 5%/}

(/secag; ControlGroup)

(/secag: SecurityDescriptionTerm)

B 7 SecLAr HIFRHIE

.52 0.39 0,43 0,52 0.520.520.71 Q.52 0. 66 0. 077
0.96 0.34 1.00 0,96 0. 96 0. 96 1. 00 0. 96 0. 88 0. 26
1.001,00 0 1.001.001.000.281.000.331.00
0.880.610.49 0,88 0.880.88 0.95 0.880.84 0.92
R=] 0 0.310.35 0 0 0 0.37 0 0 0.36
0.360.560.410.360.360.36 0 0.361.00 0
0.64 0.46 0.90 0. 64 0.64 0.64 0.790.64 0.72 0. 12
0.28 0 0.400.280.280.280.550.280.54 0,54
LO. 88 0. 64 0. 61 0.48 0. 88 0. 48 0. 68 0. 88 0. 82 0. 66

B8 JH—fbRHIER R

(3)FETF RFAA (DB RH W (E % B E, 87 thig
REEHEEV, E 9 FiR, FAVREXOHTESFRL
BB R v, =0, 1049, v, =0. 1478, v; =0. 1307 ,0v, =0, 1396,
v =0, 0677, v = 0. 0843, v, = 0. 1134, v3 = 0. 0890, vy =
0. 1227, 8 EMREHF M B A vV = (v v 0,015 05
w s ) s IR E 6 FIRBEERRE, HEESREERRES S
7 5 FRF.

V=

0. 5000 0, 0156 0. 2318 0. 3329 0, 9287 0. 7590 0. 4336 0. 8028 0. 04487
0. 9844 0. 5000 0. 5857 0. 5183 0. 9862 0, 9341 0. 9457 0. 9486 0, 7349
0. 7682 0. 4143 0. 5000 0, 3919 0, 9384 0, 8203 0, 6419 0. 8530 0, 5833
0, 6671 0. 4817 0, 6081 0. 5000 0, 8409 0. 9658 0. 8540 0. 7391 0. 8965
0. 0713 0,0138 0. 0616 0. 1591 0. 5000 0, 1884 0, 0449 0, 1164 0, 2185
0. 2410 0. 0660 0. 1797 0. 0342 0. 8116 0, 5000 0, 1189 0. 5689 0, 0509
0. 5664 0. 0540 0. 3581 0. 1460 0. 9551 0. 8811 0. 5000 0. 8840 0. 3179
0. 1972 0. 0514 0. 1470 0. 2609 0. 8836 0. 4311 0, 1160 0. 5000 0, 3204
LO. 9552 0, 2651 0. 4167 0. 1035 0. 7815 0. 9491 0. 6821 0. 6796 0. 5000

B9 WHREHEEREY
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#5 MEARRYESHK

SLO SP2 SP4 SP3 SP7  SPI SP8  SP6  SP5
SLOy  20% 20%  30% 60% 70% 100% 90% 100%
SLO, 54% 12% 71% 32% 42% 51% 554 82%

OkYE vV LRGSR AR ES T RE., #EdHF
ME VIR v u.oo B ERTFTHAOER v, WRKE
v, % #E SP2,BEE AT AR FTRemM kL
BT, BESEHRRELTFTHEE,SP2 5 SP4 fiig
HAETRRBHEN 20%, {8 SP2 M AR EEBEEST X
54%,SP4 RA 12%,SP3 B RUIREE S H05r Bk 30%.
71%, Bk A SP4 MRS H A S E M ES 4, R E
HEFEHRKR T SP2,v4=0, 1396 5 v, =0. 1478 21}
A, Rk R SP4 EI E AP TR,

6.2 XEHHR

(D5 REM 3£ #1703, REM gt a4 m
FHESRAPAFR B EA B RBE R H AT BRIKEE d(a,
b= Tr((a—b)(a—b)T , BT HIKIEM R=(r; ox1o T B
RNk 6 B3, K FCHE B e /NBI K HERE

SP4<SP7<SP1<SP2<SP3<SP8§< SP§< SP5

#6 REM FEHIFER

SP SP4 SP7 SP1 SP2 SP3 SP8 SP6 SP5
d 0.6876 0.8128 0.9316 0.9976 1.2622 1.3144 1.3523 1, 9548

BARPR SRR SP4, BRI EAEY B E, hE 5
FABARMER K, SP7 . SP1 iR 343 52 60%6.70%, —F LA
FEAEET R ER, T SP2.SP3 R R F) 30% i fr 42 i
R B FREEFS R BN SP7.SP1 I SP2 \SP3 EiF, BT
I RMBR, AP SRR ERE AR TER P #EE
BRI E B REM 5 B e PG, A X B IR 7 1%
[ J

QO 5FMBARMEMTELE. BEEFRE5EHETR
Fetr 2 T AR AN T B HEF B 5 0k 7 BT R L R E
B KRBT

SP2>>SP4>>SP3>>SP7>>SP1>>SP6>SP8>>SP5

DLREESh SP2, KRB R BB LE . BAHFINF 54
SCHZEARR HIZF BERREEE P S BN R Eh E
Xt BT , S MR HRARAN B 2 BB K IR PR E I sh AR KT
IESAHR 2 A B IR A 4 5 AR v R M RIE S .

R HRKHIMATEHFS R

SP SP2 SP4 SP3 SP7 SP1 SP6 SP8 SP5
18 0.1260 0.1188 0.0598 —0. 0825 —0. 2154 ~—0. 3246 —0. 3593 —0. 5630

6.3 S/

LR, FAA B = Z SRR RIFMER, B8
Y& RS BE2BEHTRMA, B 56 NSRS
ZemHE CCM & AL R R R, X R Z 2%
FIRFRIATREIE B/ T BT 38 32 B 7Y BRFF7E BB BUSLSY Y
o, IS £ T AT E LR eRinER &R
i SecLA BAREIEL A, ATLIA RO R R P R 2F/RE A
R% 1% 4 offers; BT LHIEIRH 2 RS RIML LB IR
RWB R UR LRSS A HTE R, SO 5 B LB LS B ik
AMLRE B B Wt [ B 5 MR 5 B K 2R MM . RREE A
PEEFT R R ERHTRAGESN .
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HRIE ANARTELEZRSHHEFERE. BE
BFZELBHEK CCM & CAIQ, EX T EZHL2BILIERR
TR R AL, D 2BR T A8 12 2R Hg R AUg M CCM
B CAIQ H=HLBERRBHE T AT RERM. KK, BT
fRTIE I SecLA #RMIMR , AR A RBTRE., BF. &
BT ETY#H ERREBE RN Z 2RO R,
HEFZRIEMEEREHARLEE, 75 ERE 5ER, #
& T IRG IR AR W, 3 5K AR5 B EN ERE, 1
BRARESEERRRRE, FEREFEGAP Y. AE
HEBER RS ENTFES SRR B RN EL2%ER
EXRT—-HHMITIEESR.
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