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Multiple Trajectories Feature Detection Technology Based on Data Mining

XUE Fei SHAN Zheng YAN Lijing FAN Chao
(The PLA Information Engineering University, Zhengzhou 450001, China)
(State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou 450001, China)

Abstract In order to solve the shortcomings of the malware behavior characteristic detection, we proposed a multiple
tracks detection method which uses the behavior characteristics of file operation, network access and memory resources
to construct a three-dimensional signatures of malicious behavior database. In the course of constructing projection data-
base, we combined AC automation which can optimize frequent sequence query,deleted these frequent sequences which
are shorter than the minimum length,and then got the improved data mining algorithm, called Prefixspan-x. We used the
algorithm to dynamicly extract malicious behavior characteristic database and threshold match, in order to overcome the
detection difficulties caused by software packers and confusion during static disassembly way to get the software beha-

vior trajectories. Experimental results show that the proposed feature detection technology has high accuracy and low

false negative rate,
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2)S|.=creatsuffix(S,a) / /M & B R B
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3) if s MATCH t;
/73R M1 SRR EF RS 5 IE 4T R ILAL

4) Delete t From M1;//M M1 F Bk

5) End for

6)End for
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