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Trojans Keep-alive Behavior Detection Approach Based on Wavelet Transform
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Abstract Trojans keep-alive behavior detection algorithms generally are based on the method of clustering, which can
hardly avoid the interference of other packets in the network, leading to false positive results. Therefore, this paper pro-
posed a Trojans keep-alive behavior detection approach based on wavelet transform, In this approach, firstly, TCP packets
streamn is described by packet length signal, then the signal is processed by compelling threshold denoising method based
on Mallat theory,and finally detection results can be acquired through detail information decision algorithm based on

packet rate, Experiments show that this approach can detect Trojan keep-alive behavior effectively and has better anti-

interference.
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