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Hybrid Kmeans with KNN for Network Intrusion Detection Algorithm
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Abstract
search, At present, many algorithms like KNN and TCMKNN, which process relatively small data samples, are still very

Network intrusion detection algorithm is one of the hot and difficult topics in the field of network security re-

time-consuming when processing large scale date set. Therefore, this paper put forward a hybrid algorithm (Cluster-
KNN) , which is adaptive to large scale data set, The algorithm is divided into the offline data preprocess phase(data in-
dexing) and the online real-time classification phase. The offline phase establishes the cluster index for the large data
set. Then the online phase uses the index to search neighbors, and finally outputs the result by KNN algorithm. The ex-
perimental results show that compared with the traditional KNN algorithm, Cluster-KNN algorithm has high time effi-
ciency in the classification phase,and it has considerable advantages as well compared to intrusion detection methods of
the same field in the accuracy rate, false positive rate, false negative rate and other aspects, Cluster-KNN can clearly dis-

tinguish the abnormal and normal scenes,and it has a high online classification speed. Thus, it is more suitable for the

real network application environment.
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SCHR(1-5 T AR5 SEAE N7 A 200 0 28 A RAS T o » 40 51142 1
T KNN, TCMKNN, LVQ-KNN, LBKNN } NSM-KNN £
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2 Kmeans #1 KNN &%

2.1 Kmeans $%

Kmeans BEER—MARNBREE. AR TERE
HAERBAUERES KA BRYP, BEAENHEUER,
R, TEABRWT . §EMEIIBEL &t NMEEARE
HK ABEWHRC; AR A REARRISEMEUNE, B
FITBEENMENEL ERE LRI R IR EIME L &A%
B, BERATHIREENRBERERKREREIERFIER
. BRERKREAGSEREN X DIBEEREMR, P
IRz LR,

E=3 3 (p—c) D
i=1 PECi
K, p BREE=R AP HESR, c B C: (Cluster) B i L

(centroid) ,

— e, E R ER B R/, BES RN EAMG T1.

Y p€ PC, distance (p, getCluster (p)) <02§M {distance
(.G} (TD
Hoi, p BARREAR, PC EBRBAES  distance OFBTHEE S
REDRLRER, getCluster ORFNHEEFTBEEPL MK
AERBENELC R i NEE,

SCHRLE, 71448 Kmeans B 35 B MG A BB 24+,
F AT EKRXITE, % KDD Cup99 HigE#TRE. 4
RIFRREA BT , B AP AR A TR RSP R A KB A 1y
B, B ERMBEARN AR, SCERLS, 9K & T Kmeans
BARY BB PRV HHE %1 5 (Data Partitioning) 57, 4 K ¥
KRB —FRIIRED, RS RER ORI PHEERE
Rl MR THANBRNER, ELERBEENEE
RRBEHELE,

2.2 KNN#:%

KNNEEE—-HEMHMSEESL. ZEEFTERNR
SEBEAEEYN K MREADPBHESEER. FELERR.
WA VI GREARTERAE n B S HA X FrReodER . B
B RERE RS E R M BT K MG,
fERE KRR BERE KLSRAXMREREBIE S
REEARA, Ho , BAWSIEEEAHMER SR KL
HSEBRAMRZMELCE, TEAXAHIWR QO HRG Fn.

distance(P1,Po)=q] 3 (pri— pu)’ @

kzl:lpllzPZk

\{ k:lp%k v kélpgk

YER— RS R Bk KNN RIIBRIEERE S B
B RBEAAEVIGRE A, FE 30 H) AT LA B B A i, WiFESCRY
SRE B, MR ER MR 6], BB H R4 B2
B, I SRS ()53 0K, U 45 0k 3 S8 B ) 388 K, o5 1 R
RERAFERIFTR, KR KNN X EMERZE I BRI
AR 2 I HEEH BREZ —,

SCHR1-5 14 KNN £ 51 585 R Fi 2 R 48 A @A 5, 4
HUR ARG KNN FIsH R 7 R GRS E By X U KR
HAFER BN ES KNN Hi, XEEEGERRYED
97% LUk EREMTRANEEELE 100 BEK/, 7L
BEARBHER KT 10° BE i 7772 B EHR S, Rk KNN
HE LRERE,

COS(Pl yPr)= 3

3 Bi& Kmeans §1 KNN BRI\ 28018 %

B A, 7E P48 A BRI B AR 5T, B TR R R
HRAHYHEE THANES, BRI ERE RKRE
R R, B ScEk[10-14]14 3% Kmeans & Naive
Bayes,SVM,OneR 28 t£ 3 17004, Kmeans B F Xt il 4 %%
FTWHATER RIS R IT A S AL, Naive Bayes, SVM,
OneR &M F =445 R, CERL15, 171 %+ KPCA,
PSO.SVM £ E 5317 T #i& , KPCA A FH#1E%#, PSO A
FHaRBSHHEBRAMA,SVM N THES 3558, Tk
(16 MR & XMW EMEREMNBEIFE . BRETEER
KR & AR %, RIERARARKMNFE S BRHR
AR OB A0 B Y SR R R o) B A2

A XMEEEE 2 5 Kmeans REH B KNN L 4P
B B THEEE—LCluster KNN B8, 1E 1 iR,
BEFESNFEIHE . BREEFAE EERSDH B
HELE RN B, FERBNT.: 54X EHET Kmeans
REMNBEERSEE AL-D B XBEEN I RETRE
Clusters, 3 i+ B RB#HE S 4> centroids; R /51E L4 ER L
(A1-2) WEE#E Clusters FIREUA R B K E4R B U5 Xt K #148
FAZTF KNN ML SR AR (A BB AR M SRER.

DataSet
- J
TrainData Indexing |k Classify | ,————
....=.. e L

B 1 Cluster-KNN B2

3.1 BENETLEMNE
A B E B TAER I A SR E TR R 5 (partitio-
ning indexing) . # FARNBIHE RS F R EEH BB R 5 (Data
partition) F123 ] £ 43 (Space partition) FFpL, AR EHH
#F Kmeans MR 5B 2B THRER 4, RAK KPEEER
SRR E T RE, BERER (T, FELR
WEE Al-1 FIR, ‘
# % A1-1  Data partioning indexing using Kmeans
B : Y8R DTrain, B K WG E, REB K AR Vmax, BEER/D
AR Viin, BRERIKRI Tonax
o R A S Clusters[ ], B#E .0 centroids] ]
DataPartition(DTrain, K, Vmax, Vmin, Tmax)
Begin
1. init centroids[K],t=0;//# 4L B .0
2. Clusters[ ]=Kmeans(DTrain, centroids[ ]) , t++;//— K BE B
BAFMCTD
3. while(t+<. Tmax& & 3 Clusters[i]. count& (Vmin, Vmax))
4. if(Clusters[i]. count™> Vmax)//B# Clusters[i] P HE A% B KT
Vmax
Generate Clusters[j] whose centroid centroids[j] is the item in
Clusters[i] which is farest from centroids[il; //TE BRET B
End if
5. If(Clusters[i]. count<Vmin)
Delete Clusters{i] and add its items to other clusters; //fHR/ N
End if
6. Clusters[ ]=Kmeans(DTrain, centroids[ ) ;t-++;//— IR BE B
B&MH(TD
End while
7. Save Clusters[ ) and centroids[ ] //{FFF B3 Clusters] IR K RHEP
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> centroids[ ]

End DataPartion

BRBE ALl BRRERS S R KIS FRE:
R R R HREENMRERE A ENEEREPE
BUREAR) K MEAR. BAMRINE R Al-2 iR, Hob gk
FENESEIBRNT . O8 ShBEBLREE NS —MEE
B CORMEBHE C WRBEFMG (T PHERE—KN
MABMERRBEE S,

distance(inst,C;)<<maxRadio(C;)

distance(inst,C;)<<1/2(distance(C, ,C;))

0 distance(inst, C;) — maxRadio (C,) <distance (inst,

C,) —maxRadio(C,) (T2)
Hp, distance O TNEAGFR (T £ X » maxRadio O TR BEF
BEREPLORAMES.

#i% A1-2  k-NNSearch
BA B inst, RIEL Clusters[ ], ISP K
By K MESHEEA insts
NNSearch(Clusters[ ], centroids{ |,inst,K)
Begin
1. init CanSet[ ], MaxHeap;
/AR R R CanSet[], KR MaxHeap
2. foreach Clusters[i] in Clusters[ ]
/IR BRI RE
If(centroids[i] is nearest to inst) add Clusters[i] to CanSet[ ], de-
lete Clusters[i] from Clusters| ]
End if End for
3. foreach Clusters{i] in Clusters[ |
/1 RBUE LR ER
If(Clusters[ i] satisfies condition (T2)) add Clusters[i] to CanSet
[1,delete Clusters{i] from Clusters ]
End if End for
4. foreach Clusters[i] in CanSet[ ]
/7 MR R R AR R EL K 348
Foreach(instl in Clusters[i]
5. if(distance(inst1, inst) < MaxHeap. first) add instl to MaxHeap;
End if
6. if(MaxHeap. size=>K) remove MaxHeap. first; End if
End for End for
7. return MaxHeap. Items//3& B K AR H#E R B TTE
End NNSearch
3.2 ZEHEMSERNE
MR FERTTRELR LA MRS, X L e
WRERBER, M TFREUERY K MER gt HPR%
HMERHE  BABRBREREKWIAREERPLERE
H. BAmER A2 R,
#% A2 KNNClassify
A HEA inst, BFE cluster, IT4F M K
i :inst B953 2
KNNClassify(inst, Clusters{ |, centroids[ ],K)
Begin
1. init classMap[ Class]; //#1 5546 (R, B O X
2. KNN[ ]=NNSearch(Clusters{ |, centroids[ |,inst,K);
3. foreach(inst] in KNN[]) classMap[instl. class]++;
End for
4, Find the max classMap{ result];
5. return result;
End KNNClassify
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3.3 WERERESW
R 3 BRI [E A R R E R 1 B,

# 1 Cluster-KNN 3 gk AT a) f2s fa] & 244 5

L5 Al-1 Al1-2 A2
HEEEE Tl=O(t*n*c) T2=0(mx*n/c) T3=T2+0(k)
ZEAEE  S1=0(nto) S2=0(n+c) S3=0(n+c)

Heb BEESRBREn RYIGERHEE,c BE
EABE (<) ym RIFERBERE K ZIES5E.

Wom/cK1 B, EBBENHBERERNTELEN
KNN B At A E 22 O . FH 4 Cluster- KNN B 554
MWBNEERMFTARIIGRER Ak REREN SR
Ontc), X 5rME KNN AR M Z 2B O i,

4 KBRS

4.1 TEIRFMITGIRE

ALREAMEARERAEEHRALOEEREE
KDD Cup 1999, Ko7 24 490 J7 43035 , & 4 J54t 36 Rt
TR, BEABER 1 MRS A BT, P LiEE
B ELBBM 32 4, XE[18-20 M BIBEHITT
AR W ARE, A XELBHFER 5 3. 3GHz 4 core
CPU.6GB DDR3 N 7Z 1 Windows Server 2008 BH#I¥.. BF
REAMSHEER, RFH T CPU B— MELETHELE.

AR AERR,RIRE R ER AR a1 R
#Bin. EXWMRDO—R(DEIR.

TP+TN

% CR=Tp T INTFPTEN @

e o FN

BRiE: FR=T5 7N+ FPTFN ()
Lo FP

Wit :MR=7p N+ FPTFN ®

BFREFIFE] : Ty = Toain + 10X Taassiiy D

K, TP RRAENEFHSHIEEHEALYER, TN ERy
KIREHANREREERE, FN BRHEAFEHEERDY
EEERYR, FP ERAXNEERTHRERARSE,
Torain BARWGRET ] Ty BN TR BN HER BB [E], n TR
HAHE,

HELFRMERES, EXRAIFERTUEZN, W
“SRERNEEBAVERN. AEENERFENRR
FEREF R EREC P8, THRIR BN QB E B W HZ K
SERNE R SE R BT EZMNHERE T, R RIEE
PEBNELRERRY.

Bob, —RBET RN EEEA K, FERMBE AR
ERLRH, RS RN BN R REEEE B ERS
FERETE] T RE LRI R Tossirs ~ Tur T Totassisy
B/NEYEF .

4.2 HiEmaE

ST &R B CEE RS LS, RE I BUEE
BE 2 18] R SRR AR v B0, 11X [l o s RS FEXT BT R R A
#ATF Z-Score HulbAbEE, AR IR (DR,
oldValue—mean (8

newValue= -
varience

Hh, newValue B AL JE BB {E, oldValue R R YEAE,
mean T JBYEYIE , varience RIBRIEIRHEE
HiBE243ETSERY 108 ALAHE. H+HXEXEK



UER T R R B R 4 i 10 4. | —frdt 107385 AREA,
HAPIEHFZA 81281 1, R EHA 26104 4~ 10 3 50EE5)
FERMRE, HRENVERE, #1T7 10 KELK. XBER
0 4. 3 ETR.

2 2 i3 A& Cluster-KNN BB #H1T T35 L BRIERY 3L
BEER, Hb, K A5 1.11.21.31, HERH+"SFER
MEREAPMEE, HEHUWERRKBHFARMGE 3D,
SRR IEFRER 100%(D2: K=1,D9:k=1), B{&iF

4.3 ZHRNH PERETF 99. 87% (D10:£=31), iR E MBI R FA#ET
(1)ClusterrKNN B 50 E# 3 IRIRE IR R B0 0.09% , BAXMFEE T 0.00%.,
# 2 ClusterKNNEETITZXRIFZER
1 11 21 31

CR(%) FR(%) MR(%) CR(%) FR(%) MR(%) CR(%) FR(%) MR(%) CR(%) FR(%) MR(%)

D1 99. 96 0,02 0.03 99, 91 0.04 0. 05+ 99, 89 0. 04+ 0.074 99. 88 0,05+ 0.07+

D2 100. 00 0. 00+ 0. 00+ 99. 93 0.03 0.05 99. 50+ 0,04 0. 06+ 99, 88 0. 05 0.074+
D3 99, 98 0, 02 0.01 99,93+ Q.04 0.03+ 99, 91 0.04+ 0,05 99. 89+ 0,05 Q.06
99, 96 0. 02 0.03 99, 92 0,04 0. 05 99, 89+ 0. 04+ 0.07 99, 87+ 0.05+ 0,08
D5 99, 98 0.01+ 0.01+ 99,92 0. 03+ 0. 05+ 99, 89+ 0, 04+ 0. 07 99, 87+ 0.05 0.08
99, 97 0.01+ 0. 02+ 99, 93+ 0.03+ 0.04 99, 90+ 0. 044 0. 06 99. 89 0. 05+ 0. 06
D7 99. 94 0. 03 0.04 99.92+ 0.04 0, 04+ 99. 90+ 0. 04+ 0. 06+ 99, 88+ 0,07+ 0. 05

D8 99, 99 0.01 0. 00+ 99. 92+ 0.03 0. 05 99. 90 0.04 0, 06+ 99, 88 0. 05 0,07+
D9 100. 00 0. 00+ 0. 00+ 99, 92+ 0. 04 0.04 99, 90 0.04+ 0. 06 99, 88 0, 05+ 0. 07
D10 99, 99 0,01 0.01 99, 92 0.03 0.05+ 99, 90 0. 03+ 0,07+ 99, 87 0,05 0.09
AVG 99.97+ 0.01+ 0. 01+ 99.92 + 0.03+ 0. 05 99, 90 0. 044 0. 06+ 99. 88 0. 05+ 0.07

(2)Cluster-KNN & = 5fr#E: KNN B85 s

ER 2 IR RIES R+, K=1 B LR R
WHHEBEREL, X 5305 IMERRE B, Bk
B K=1 ¥5C 045 SR 76 o (0] FF 4 F L B 3 SR 0 O 1 S5 AR o
KNN BT 8.

FEBF a) 85 5 1, b3 Cluster KNN Fifr#E KNN 75
KNG BRHER LB BB RFER, WE 2 fin., &
VIHr B (R A x=0), At Padk KNN B ik iy [a] #6
F#EET 0,1 Cluster-KNN N &= — k#6357 93600s B/
RERS MELXD LB FFRHEA R 2>0), Cluster-KNN
HEE B EIEE RS, REIE 10 774k 135s(2min 155) i
e, HiRME KNN #1214 10 J5 4 45000s(12, 5h) ¥
K., BRYSUELE RiTEE 10° 6, Cluster KNN
B prdE) BB TR KNN B3,

me’
8} | - - - Cluster-kNN
7| [T #ELNN
3 6
E 5
£ 4
2 3
2
1 ot o e e
0
o 2 4 6 0 12 14 16 18 22

4;#1(101()
B 2 Clusterr-KNN #:# KNN B Aot EER LK =1

TEVERRR N, 0% 3 9, S BEFA B 5 R4
KNN Z#:# Clusterr KNN B #HUE TR IFHHEFR R B
HEHMIBWHE, (B Cluster- KNN B 58474 KNN B4 .

#£ 3 Cluster-KNN 545 KNN &30 i

L EICONR T CICONR. & 160
Cluster-KNN 99. 97+ 0.01+ 0.01+
FrE KNN 99, 95+ 0.02+ 0.03

(3)Cluster-KNN B 5 HE BB LB

# 4 T Cluster-KNN B3k F13C#R[4,5,16,21,22]
ME Y, Hf MLH-IDS 2REX SRR BHERE RIS
HHrk; NSM-KNN it T KNN A i 48 4 i B 8 o 2%
LVQKNN#H T EF% S mEE4A KNN H; TBNN

NEERENBRRHETETRETLZAKSMAESES:
it KDDCUP99 Winner & KDDCUP99 EHE+HEEE L.
B RLE M 1999 £ E 4, X ARG 7 B ERE GRR
FMWMEH TR — EEHIT. T Cluster KNN #E 5
EXFHBLE A PHASANELREY, 5 2013 FRHK
MLH-IDS B85 235 8l , B it Cluster-KNN B 37 K 43 IF

HMREHEEFHOEEEYREE.
F 4 Cluster KNN 8.5 5 A& i thdk
kLR EHR(Y) BERD RHRBOD £4
Cluster-KNN 99, 974 0. 01+ 0.01+ Now
MLH-IDS[ ] 99. 97 0.01 0,02 2013
NSM-KNNL#] 93.21 0.32 6.47 2013
LVQ-KNN 77.37 15.57 7.06 2012
TBNNE2H 93.87 5. 65 0. 48 2009
KDDCUP99
Winner[22) 93.3 0.11 6. 59 1999

HHRIFE A KNN SIS R % BEEA AR
AGEAT HH R Y B ) #E B R A () RE, 4R ) T BB Kmeans 0
KNN #] Cluster-KNN 8 5, SL 5 45 8 i} B Cluster-KNN &
BR—FEEBEN AR A ENE S, RRERSENE,
H KNN 2545 B2 > S BF B B ao et R % . (Rl F gL
B R STIs A M 48 AR 7 548 e, Cluster-KNN B Bt B
ARG ERE. RBRARRE, ERSREMEFFLY
HEAMHYKMRE . AW Cluster- KNN B H £ N R K 1F
Bl BB BB TR S, 3OM B AU T — 25 TE.

2 £ X W
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