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Abstract Compared with other types of malware, botnets have recently been adopted by hackers for their resiliency
against take-down efforts. Besides being harder to take down, modern botnets tend to be stealthier in the way they per-
form malicious activities by using the infected computer, making current detection approaches ineffective. Given the ma-
licious activities botnets can realize, detection and mitigation of botnet threats are imperative, In this paper, we presented
a novel approach for botnet detection, called distributed real-time botnet detection algorithm. It uses Spark engine, where
Netflow related data are correlated as the host Netflow graph structure and the host access chain structure, and a feature
extraction method based on the Spark Streaming is leveraged for exacting implicit characteristics. Meanwhile, this paper
established distributed BotScanner detection system based on the Spark Streaming, which is a distributed real-time
steam processing engine. We trained BotScanner system on the five representative bot families and evaluated BotScanner
on simulated network traffic and real-world network traffic. The experimental results show that the BotScanner is able
to detect bots in network traffic without the need of deep packet inspection,and achieves high detection rates with very
few false positives. When the traffic data from the Internet service provider are very large, the BotScanner is able to de-
tect botnets in real-time by adding the compute nodes, and BotScanner has approximate linear speedup. It proves the fea-
sibility of Applying Spark Streaming engine to distributed botnet detection.
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HAA AR, RS RERFHRIIRE. XT8N
o8, HRNERF REENRES R ZRBR TRAKZERE,
X} F Pushdo KM, P81 A FFT () SR ER$E B0/, IR BB A0

EERA/NEEBEARWTIRIES. BF IP 8 K75 I1E
XtF Black Energy 33 A8 E, Rustock Xt TiZ R E &AL
B, R IR IP FHE Bl C&C R4 28R E#, 3 T
Rustock il 45 R4 & B R RIS 4K
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SHRRERBFHTHHERMER. Ho,Sp=T1/
Tp,Sp BMELL, T1 BBEY S FHEFTHE, To Z7EH P
MRS HRRE P WEITEE. BRFL T, nE k2
EREN, BN NE L ERTHEEARS, 92 HDH
WERIMEL, Tp S WEBRMFHE. HPE IR
BotScanner Krifll & 4t 43 4 =X 4844 3% B AT WA &9 Hadoop, Ha-
doopBinMemn 1 Spark 7758 , M- B 1 2 < 3L 3% F 9 Kmeans ||
Bk AR AFE—KER. H, Hadoop 2 1. 2 BEIR,
HadoopBinMem 25 7E & #1547 FUAL B2, i@ s M i A
BUES S R B R i pas 2ok A s g B+
XASENTHITF4E, 72 HDFS iR BN FF. Spark B ET
RDD # R4, E B RSP RIE Java R UB FEENAT
BHFAT RFFIb T, B EEREAELE, X F
18 T B FEHLEL, Spark #9£ACET 8] B B LT Hadoop #1 Ha-
doopBinMem, BEE T R HN, X 3 M EREE
BB —EBRENMEL. T Kmeans | B, 7€ 10 1
B S EAES, 3 A1 IR BB 0 %A B (8] F S S ik
RN INE 90 Bim., B MG R A mE R mAE 9
(OFE 9(d iR, B 9(c) R T Netflow 4 it &
(SparkG) \ EMLRFREFELE BT 12 R AFAE R LT 78 (SparkAC) ,
FEHL Netflow B4 it 72 R AFAE 3R BT #2 (SparkNG) B
B H, 1 T SparkNG f1 SparkAC i BRiIHEBR L. EEHE
CPU F4£ R, ) in L3 SparkG H2Z8 £, 1 H. SparkNG
HERXETF SparkAC . XFiX 34 d#, B &E
B RSB . AESETH. ME LBEERBIRE. B IDH
BT Kmeans | BERS M INE W, BHET ST BHME, 4
MR ZRITE, 2T ARREFASRAMRSE Bk
FARHINE LB TR, ZERIEE T AR B ME T Spark
BB P48 53 A =X S R I B vk B8 R P RO 4 .
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HIRIB AR T —FFAR AR 447 LR
I & 4t BotScanner, K R G M 4+ RN B W R E T Spark
Streaming 43 A X AL TR V- & , K FRE B 2T RE RS
FROE. GENXERMMEBIREA S EREREIZE,
BotScanner RLEE T3t CECHBHBRBELRITEREIR
WA, LRRW, & CRCEAMGEA APSHENITRT &
S BB R 27, BotScanner £ 4t 88 45 3R 15 855 81 % AR I
HRE, XP,BREEAFEMIFSOT . A—EXF PR
ZRFEEAMITAIATIE T , BotScanner RS 8E# LA & 1Y
HERR R ME P M4, Hit, BotScanner R X 5@ 15N
RBEENESEERBEESNMW. H -, % TF Spark Stream-
ing AR FALEHLE , 22X LI T BotScanner Kl & 45 1Y
SRR, BFSIAT MR L LB FRE, X FHEL
Al b BB E i B , BotScanner & 3 Z 48 7T LU £ 8% m &b
HY ST BENAE, Bk, BotScanner R4 843 E 3
BERMES.

BotScanner R H B — B P48 43 706 20 3% i B9
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£% . Sa7, A X EEREKH VirusTotal #1 Anubis BX G 45
T B S RN A AR I E H 5, BB =4 R4
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M REIE R BRI T WARRE. R, BB 5R
BEAB (78 BotScanner ALK ML —H R A,

DTLENGMESIARENEI . B, %
— UL iR R I8 AR M ARME AT E RE B X BB
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H AT LA E A AR 2 T R AT B P NS R .

OUE A Netflow BIEFITRM B AR —KIER,E
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PLH, B0 DNS 308 [S380E TR e bR &
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