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Abstract A large number of organizations and institutions have been attracted to use the cloud platform for its fea-
tures, such as rapid deployment, flexible configurations. However, compared to traditional network attack persistent, the
emerging attack mode advanced persistent threat(APT for short) is more persistent, high hidden and long-term buried,
which makes the protection to protect security and privacy challenging. Therefore, how to protect the cloud platform
from APT effectively becomes an urgent problem. The basic concepts, attack procedures and attack methods of APT
were introduced ,and then we analyzed the multiple security challenges brought by APT new features,and introduced
the research progress in APT protection aspects. To address the security challenges, we presented a proposal framework
to protect cloud platform from APT, which includes the strategies before attack and during attack,and takes advantage
of the data mining of big data to analyze the potential APT attack comprehensively and to position and track the
threats. Finally, the research progress of some key technologies in our framework was introduced, the advantages and
disadvantages were pointed out respectively,and some future research directions were given at the end.
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