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Ciphertext-policy Attribute-based Encryption with Anonymous Access Structure

WANG Hai-ping ZHAO Jing-jing
(School of Computer and Information, Hohai University, Nanjing 211100, China)

Abstract In ciphertext-policy attribute-based encryption(CP-ABE) scheme,a user’s secret key is associated with a set
of attributes,and the ciphertext is associated with an access policy. The user can decrypt the ciphertext if and only if the
attribute set embedded in his secret key satisfies the access policy specified in the ciphertext. In the present schemes, the
access policy is sent to the decryptor along with the ciphertext, which means that the privacy of the encryptor is re-
vealed. In order to solve such problem, we proposed a CP-ABE scheme with anonymous access policy, which is able to

preserve the privacy of the encryptor. Our new scheme is proved to be selectively secure against chosen-plaintext attack

under DBDH assumption in the standard model.

Keywords Attribute-based encryption, Anonymous access policy, DBDH assumption,Chosen-plaintext secure
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