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Algebraic Side-channel Attacks Method of ITUbee
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Abstract ITUbee was proposed in the second lightweight cryptography for security and privacy 2013, It has great sig-
nificance to do security analysis about ITUbee. The algebraic side-channel attacks methods of ITUbee were researched.
First, we constructed the equivalent-algebraic equations of ITUbee S-box. But, it is difficult to work out the structured
equations set. The leakage of cryptographic power consumption of ITUbee algorithm was collected. The Hamming
weight of the encryption middle status byte was inferred. Then, the simultaneous Boolean equations set with the cipher
algorithm was conversed. At last, we used the cryptominisat to solve the key. Experiment results show that it only needs

less samples to gain the successful attack. The initial keys can be derived via analyzing the part HW (Hamming weight)

Vol. 43 No. 2

leakages of the first round in the scene of the known-plaintext and the unknown ciphertext.
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