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Design and Implementation of High-availability Based on OpenStack Cloud Platform
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Abstract Achieving high availability is one of the most important issues in the study of the OpenStack cloud manage-
ment platform. In order to solve the problem that related services for OpenStack cloud management platform compo-
nents running on a single node can cause single points of failure (SPoF) ,we combined with existing high-availability so-
lutions, put forward a method based on Pacemaker + Corosync + HAProxy + Ceph to realize the high availability of
OpenStack cloud management platform. This solution combines with Active-Active main/standby mode, Active-Passive
Double live mode and cluster technology together,and then uses the method of hardware and software redundancy and
transfer failure of service instance, finally, comes up with the high availability of OpenStack cloud management plat-
form. Experiments show that in the case of the system only having fewer nodes or lose of link,the method is effective.

Keywords Cloud computing,OpenStack, High-availability, SPoF, Cloud platform

. ( ) ( )
, tol | HA
b2 , TaaS o
, OpenStack
R R . Mirantis OpenStack
. s Keepalived+ HAProxy Ac-
OpenStack™ , Eucalyptus, OpenNebula tive-Active s .
CloudStack™® OpenStack Pacemaker+ Corosync Active-Passive
ol , OpenStack ,Oracle OpenStack Ac
: OpenStack s s tive-Passive R Active-
; OpenStack Passive s CTO .
Representational State Transfer(REST{ul) NFS Active-Passive
(APD, . s o
HA (High-Availability) OpenStack
018~ (020402000018)
(1989—), ,CCF s 3 1972—>, s s

3 (1988—),



564

2017

, OpenStack

N

. Active-Passive

o

Pacemaker—+ Corosync

Pacemaker+ Corosync+ HAProxy+ Ceph (Cluster) :
. Active-Active . Active-Passive . Active-Active s
3 s s o
OpenStack 2.2 OpenStack
s OpenStack
s OpenStack s OpenStack
. OpenStack . OpenStack
2
,
2.1 .
b
o b
by s » OpenStack no-
va-api, nova-conductor, nova-scheduler, cinder-api, cinder-sche-
. (SLAY!™, duler, glance-api, keystone-api neutrom-api
— HAProxy Active-Active OpenStack
9 o o
(SPOF) [,
3 o , o
(Active-Active) : Active-Passive
s s ,» OpenStack HAProxy Neu-
. . Active-Actvie tron-1.BaaS Pacemaker+
HAProxy Corosync . OpenStack
o (MariaDB) (RabbitMQ)
(Active-Passive) : s s Pacemaker 1P (VIP) Open-
; s . Stack . OpenStack
9 1 )
1 OpenStack
HA
Support services HAProxy A/P Corosync/Pacemaker
Support services rabbitMQ A/A Application Cluster
Support services mariaDB-Galera A/A Galera Cluster
Support services memcached A/A Service Configuration
Keystone openstack-keystone A/A HAProxy
Glance openstack-glance-* A/A HAProxy
Nova openstack-nova-* A/A HAProxy
Neutron neutron-server-* A/A HAProxy
Dashboard httpdChorizon) A/A HAProxy
Ceilometer openstack-ceilometer A/A HAProxy
Sahara openstack-sahara A/A HAProxy
Neutron neutron-LbaaS-agent A/P Corosync/Pacemaker
Neutron neutron-dhep-agent A/A Multiple DHCP agents
Neutron neutron-13-agent A/A DVR
3 OpenStack v
pendtac
OpenStack
R s Zabbix s
OpenStack R Zabbix Server, OpenStack Zabbix Agent;
R . . LogStash s LogStash Se-
) . rver, Openstack LogStash Agent,
. . , (2)
. OpenStack 5
N N N o s N N o



6A , :OpenStack 565
\ . API, s OpenStack Compute . No-
API o va-compute .
(3
9
b
Neutron o
’ (5)
, o
s
., Neutron
L2 L3 s GRE N '
VLan . VxLan ,
WAN . o Ceph
4) . OpenStack 1
f & 78 W %:10.0.0.0/24
External Network | —_—————- ST 4 172.23.253.0/24
" External-VIP H == i
Controller Node2 Controller Nodel W i R
Network Nodel Network Node2 |
OPenStack HA OPenStack HA |
MariaDB MariaDB | L3-Agent L3-Agent |
RabbitMOQ RabbitMQ
HAProxy HAProxy ML2-Agent ML2-Agent |
|
|
Management External-VIP |
|
|
LogStash-server —| Management Network | |
Zabbix-server I !
" CEPH OBJECT ICTHO@ Computer Nodel Computer Node2 Computer Node3
GATEWAY (RGW) | |GATEWAY (RBD) [ L2/3-Agent | | [L2/L3-Agent] [L2/L3-Agent |
| Volumes H Ephemeral | [ nova-compute | [nova-compute] [nova-compute]
CEPH Cluster Snansh Snapshot Snapshot
|Copy—on—Write | | Snapshots | napshots napshots napshots
1  OpenStack
s 3 .
4 OpenStack
4.2 OpenStack
4.1 OpenStack .
A620r-G A420r-G . , 3
’ 2 ° 4.2.1 Controller HA
2 OpenStack Service API REST ,  ht
tpd, *-api, neutron-server, glanccrcgistry, nova-novncproxy,
1 A420r-G Manager X
) A620r-G Controller01/02 keystone ., OpenStack Service APl ~ HAProxy
2 A620r-G Neutron01/02 R s Pacemaker
14 A620r-G Compute01/+/14
14 AB20r-G Ceph01/+/14 VIP, » OpenStack
, HAProxy s B
OpenStack , HAProxy OpenStack Service
1 AMD Opteron(tm) Processor 4334,1  8GB .2 APl MariaDB Galera , Pace-
300GB SAS 12 maker + Corosync Active-Passive s
2 AMD Opteron (tm) Processor 6344, 2 16 GB s k
4 300GB SAS (RAID5),1 2 Pacemaker  HAProxy VIP, HA-
2 AMD Opteron(tm) Processor 6344, 4 16 GB Proxy Active o
4 300GB SAS (RAID-5),2 2 - . .
7 $ pes resource create vip ocf ;: heartbeat: IPaddr? params ip=
2 AMD Opteron(tm) Processor 6344, 8 16 GB
1 300GB SAS 1 2 “Server-VIP” cidr netmask=*“24" op monitor interval="30s"
2 AMD Opteron(tm) Processor 6344,1 16 GB . $ pes resource create lb-haproxy systemd: haproxy-clone
1 300GBSAS .1 2 i ) )
$ pes constraint order start vip then Ib-haproxy-clone
20 s 1 kind= Optional
.2 ,2 .14 $ pes constraint colocation add vip with lb-haproxy-
, 14 Ceph . clone
2 AMD OPTERON 0S6344 CPU, CPU 12 Controller 2 o
; 1600MHz; 2 OpenStack Galera



2017

566
(Mutli-Master) ,Galera
s . OpenStack
Galera s s
Galera HAProxy, Galera
/ o
s s standby .
Galera 3
Hitpd(horizon)  — Controller01
L: keystone <
H nova-api [<—
- glance-api le—
 neutron-server (€ —
cinder-api < external-vip
- — HaProxy
- —1 nova-scheduler - .
=S I~ = MariaDB | Internal-vip
rabbitMQ —>| g
| = nova-conductor &
| 4 cinder-scheduler § g
5 =
; a —J
: g
w al
o 2 g
A g g
g M Httpd(horizon) [&— s 2
- keystone < |— —
X Internal-vip
— nova-api <— I‘g*‘]‘;ﬁDEr—-l
- aProxy | external-vip
rabbitMQ |- > u glance-api < i el
i _[>]|_neutron-server <
memcached
— cinder-api <—
—— nova-scheduler
| __nova-conductor
'~ cinder-scheduler Controller02
2 Controller
RabbitMQ OpenStack , Rab-
bitMQ Clustering  RabbitMQ Mirrored Queue ,
Rabbit-

’ °

MQ OpenStack s

rabbit hosts= controller01:5672, controller02:5672

rabbit ha queues=true

Memcached Active-Active,
OpenStack s mem-
cached servers= controller01:11211, controller02:11211,
controller01:11211 » OpenStack
controller02:11211,
4.2.2 Compute HA
Ceph
s Ceph

. Ceph Monitor Controller
., Ceph-Client
3 . :
live migration flag= VIR MIGRATE UNDEFINE
SOURCE, VIR MIGRATE PEER2PEER, VIR MIGRATE
LIVE,VIR MIGRATE TUNNELLED
4.2.3 Network HA

OpenStack

Compute R

Neutron

L2 Agent:L2 agent
, HA
DHCP Agent:OpenStack .

,DHCP
DHCP )
DHCP
DHCP Agent, /etc/neutron/ neutron. conf
dhcp agents per network 2 .
[LBaaS Neutron [.BaaS
HAProxy . HAProxy

(Virtual Router
L.LBaaS HAProxy
Pacemaker + DRBD (

Active-Passive

Redundancy Protocol, VRRP) ,
/var/lib/neutron/lbaas/ )
LBaas Agent HA,

L2 Agent L2 Agent
Router —_— 1
| | LBaaS Agent LBaaS Agent |
Management r _D_H_Cl: ; ;n: T
Network :_ g
T Newon
Network ! L3 Agent

e /T N\ e e e TN — — —— —
INetwork Nodell Network Nodel2]
1 1

_______________ Feg=t========p=p=—====
R Ry
L3 Agent | L3 Agent |
Node Computer Nodes Computer Nodes
NFS Server Hyper visor
NES Client NEFS Client
3 Compute  Network
3 Neutron L3 : D)
Pacemaker-corosync Active-Passive $2)
. s VRRP Active-Active
53) Juno (DVR)
Neutron L3 o (DVR),
DHCP SNAT, NAT
L3 Agent R L3 A-
gent  Metadata Agent s 4
4 (DVR)

/etc/neutron/neutron. conf router distributed= True

, - . agent mode=dvr snat
etc/neutron/l3 agent. ini/etc/neu— L. .
, . ;L . enable distributed routing =
tron/plugins/ml2/ml2 conf. ini

True

- . agent mode=dvr
/etc/neutron/13 agent. ini/etc/neu— L. .
, . S . enable distributed routing =
tron/plugins/ml2/ml2 conf. ini

True
4.3 OpenStack
D OpenStack ,
, OpenStack . , Open-
Stack s o
2) , OpenStack
( 590 )



590

2017

s . MySQL Cluster
;1)
$2) . $3) N

(1] . (1]
2015(39) . 72.

Cluster

2]

[3]

(4]

[5]

(6]

L7]

[8]

9]

[10]

. . 0.
(4):167.

, 2009

0. ,2008(11) ; 66~
69.
(1.
,2015(1) :53-56.
[Jl. ,2010(12) ;38
40,
. . L1l
(12) :76-77.
. Memcached [Jl. (
),2008(1) :70.
. Memcached L1l
,2016(1) :57-59.

,2015

[l
.2011(21) :71-73.

[D].
»2000.

’ (SPoF) °

3) OpenStack s
OpenStack .

4) Ceph , OpenStack
’ Ceph .
’ CCph ’

Ceph o

s OpenStack o

OpenStack
Pacemake + Corosync + HAProxy + Ceph
s OpenStack
. Active-Active
Passive 3
OpenStack . R

s s

° ’

(1] . .
[J]. 22016,43(7) 1 19-27.

L Active-

OpenStack

2]

[3]

[4]

[5]

[6]

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

MILP [l

,2015,37(4) :105-110.
CORRADI A,FANELLI M,FOSCHINI L. VM consolidation: A
real case based on OpenStack Cloud[]J]. Future Generation

Computer Systems,2014,32(1):118-127.

, s s Eucalyptus

1. ,2011,27(11) :57-61.

KESSACI Y.MELAB N, TALBI E G. A multi-start local search
heuristic for an energy efficient VMs assignment on top of the
OpenNebula cloud manager[J]. Future Generation Computer

Systems,2014,36(3) :237-256.

MILOJICI C D.LLORENTE I M,MONTERO R S. OpenNebu-
la: A Cloud Management Tool [J]. Internet Computing IEEE,
2011,15(2) :11-14.
openNebula [D].
,2013

PARADOWSKI A, LIU L, YUAN B. Benchmarking the Per-
formance of OpenStack and CloudSack[ C] // IEEE, International
Symposium on Object/Component/Service-Oriented Real-Time
Distributed Computing. IEEE,2014:405-412.

L. 22014,25(7) :1476-1491.
Top-k
[JJ. ,2015,38(1) :86-98.

, . 0.

26(1):145-166.
ANGLANO C, CANONICO M,GUAZZONE M. FC2Q: exploi-

,2015,

ting fuzzy control in server consolidation for cloud applications
with SLA constraints[ ]J]. Concurrency and Computation; Prac-
tice and Experience,2015,27(17):910-915.

TROPE R L,RESSLER E K. Mettle Fatigue: VW’s Single-
Point-of-Failure Ethics[J]. IEEE Security &. Privacy Magazine,
2016,14(1) . 12-30.

[Jl. ,2016,33(2) :549-551.



