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Group Secret Key Generation and Analysis in Wireless Network Based on Pairwise-generating Strategies
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Abstract Secret key establishment within wireless terminals utilizing physical layer information of wireless channel to
ensure the security of mobile environment has received wide attention. However, generating group secret key among
multiple wireless devices for secure communication in reality environment remains a challenge. This paper proposed a
group secret key establishment scheme based on central node pairwise-generating strategies under the star topology in
wireless network, Compared with the existing group secret key extraction method using the difference of received signal
strength(RSS) among the wireless devices in the group, we gave a explicit analysis and a specific numerical result on the
achieva-ble group secret key rate of each one. It shows that our scheme outperforms that of generating group key by le-
veraging the difference of RSS on key rate.
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