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MacDroid: A Lightweight Kernel-level Mandatory Access Control Framework for Android
LI Ni-ge MA Yuan-yuan CHEN Mu CHEN Lu XU Min
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Abstract Smart terminal has become an important information processing platform in the mobile Internet era,and its
security threats are becoming more and more serious. The security protection architecture for traditional computers has
been unable to meet the special needs of smart terminal security protection. By analyzing the characteristics and levels of
the smart terminal operating system,a lightweight kernel-level mandatory access control framework(MacDroid) was de-
signed. The key issues of MacDroid security policy definition, security policy compilation, security policy implementation
and so on were deeply studied in this paper. The MacDroid security policy description language(PSL) was proposed and
the PSL lexical and grammar formal definition were given. Finally, the effect of MacDroid access control framework on
the behavior of different layers of intelligent mobile terminals was evaluted. The experimental results show that the

MacDroid framework has good control effect on application layer, native layer and kernel layer malware behavior of An-
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droid smart terminal.
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algorithm 1: PolicyCompile
1. if (!contain(subjects policy) &&. !(objects policy)) exit;

R R e — A O A 4

2. for (read subjects & objects policy) {

3. pp(ssD<p (s,

4. pp(0sD<pi (0,13

5. if (S(4h==S0) || (O(j)==0(D)) give error rowlD; }
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