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Correctness Verification of PLC Program Based on Symbolic Constriant
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(Electronic Engineering Institute of PLA, Hefei 230037, China)

Abstract Symbolic constraints describe the relations among variables of the program, and they are widely used in static
program analysis methods such as model checking and symbol execution. The logic error in the program could be found
while applying symbolic constraints to the correctness verification of the programmable logic controller (PLC) program.
However, the process of manually computing symbolic constraints is not only cumbersome and boring, but also with
high error rates. Aiming at the PLC program in the form of statement list (STL) ,a verification method based on gene-
rating symbol constraint automatic was proposed. By analyzing the control flow and data flow of the PLC source code,
the control flow graph of the program is constructed and the source code is converted into three address code in the form
of static single assignment. Finally, the iterative method is used to find the symbol constraint of each variable.
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Infinite loop discovered in FB, linking BB2 to exit.
Control flow graph for FB:

BBO (ENTRY) (in: (none), out: BB2)

BB2(in: BBO (ENTRY), out: BBl (EXIT))

1 MOVE_X RO Q4.0, BOOLConst: false,

2 MOVE_X R1 RLO, R211.1,

3 OR_X R1 RLO, R1 RLO, R31IL.3,
4 OR_X RO Q4. 0, RO Q4. 0, R1 RLO,
5 MOVE_X R1 RLO, R411.2,
6 OR_X R1 RLO, R1 RLO,
7NEG_I R6I1.5, R6ILS,
8 OR_X R1 RLO, R1 RLO, R6 I1. 5,
9NEG.I R6I1.5, R6ILS,
10 NEG_I R1 RLO, RI1 RLO,
11 AND_X RO Q4.0, RO Q4.0, R1 RLO,

12 NEG_I R1 RLO, R1 RLO,
BB1 (EXIT) (in: BB2, out: {none))
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Register factory: Registers: 7

Infinite loop discovered in FB, linking BB2 to exit.
Control flow graph for FB:

BBO (ENTRY) (in: (none), out: BB2)

BB2(in: BBO (ENTRY), out: BBl (EXIT))

1 MOVE_X R7 Q4.0, BOOLConst: false,

2 MOVE_X R8 RLO, R211.1,

3 ORX R9 RLO, R8 RLO, R311. 3,
4 OR_X R10 Q4.0, R7 Q4. 0, R9 RLO,
5 MOVE_X R11 RLO, R4 11. 2,

6 OR_X R12 RLO, R11 RLO, R5 1. 4,
7NEG_I RI1311.5, R6 11. 5,

8 OR_X R14 RLO, R12 RLO, R1311. 5,
9NEG_I RI1511.5, R1311. 5,

10 NEG_I R16 RLO, R14 RLO,

11 AND_X R17 Q4. 0, R10 Q4.0, R16 RLO,
12 NEG_I R18 RLO, R16 RLO,

BB1 (EXIT) (in: BB2, out: (none))
Register factory: Registers: 19
Q4. 0=((false| (11. 1|11, ))& 1 ((I1. 2|11 ) [ 11. 5))
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Y B 7 R . BAEARIES AR E T EA 0T
XY S5 A 640, BB4 (in: BB2, out: BB5) /R F A4
P4 WRTIRT ROAEEA SR 2, 5T O EAT 5. BRIFH
FAL 3 1 4 #XF ACCUL R & #H AT T B H , EEA AT
THIH, B SSA Hi G AEREAR S WAOLTBHAT @ &
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5)) = )™ || PEEHE T WA AT BB, Fm QWO BEFT Ak
FAWO—5) % 2, FRAT BESEF (IW0+5) 2, FREFRIA T
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Control flow graph for ORGANIZATION_BLOCK

BBO0 (ENTRY) (in: (none), out: BB2)
BB2(in: BBO (ENTRY), out: BB3, BB4)

1 MOVEI R5ACCU1, INTConst: 0,

2 MOVE_I R6 ACCU2, INTConst: 0,

3 MOVE_I R7 ACCU2, R5 ACCU1,

4 MOVE_I R8 ACCU1, R2IWo,

5 MOVE_I R9 ACCU2, R8 ACCU1,

6 MOVE_I RI10 ACCUI, INTConst: 10,

7 CMPGT_I R3RLO, R9 ACCUZ2, R10 ACCU1,
8 CJMP_RLO R3 RLO, BOOLConst: true, ADD, BB4
BB4 (in: BB2, out: BB5)

9 MOVE_I Ri16 ACCU2, R10 ACCU1,

10 MOVE 1 R17 ACCU1, R2 IW0,

11 MOVE I R18 ACCU2, R17 ACCU1,

12 MOVE_I R19 ACCU1, INTConst: 5,

13 ADD_I R20 ACCU1, R18 ACCU2, R19 ACCU1,
BB3 (in: BB2, out: BB5)

14 MOVE_I R11 ACCU2, R10 ACCU1,

15 MOVE I R12 ACCU1, R2 IW0,

16 MOVE I R13 ACCU2, R12 ACCUI1,

17 MOVE_I  R14 ACCU1, INTConst: 5,

18 SUB_I R15 ACCU1, R13 ACCUZ, R14 ACCU1,
19 JMP BBS5,

BB5 (in: BB3, BB4, out: BB1 (EXIT))

25 PHI R21 ACCU1, (R15 ACCU1, R20 ACCUD {BB3, BB1}
20 MOVE_I R22 ACCU2, R21 ACCU1,

21 MOVE_I R23 ACCU1, INTConst: 2,

22 MUL_I R24 ACCU1, R22 ACCU2, R23 ACCU1,

23 MOVE_I R4 QWO, R24 ACCU1,

24 RETURN

BB1 (EXIT)(in: BB5, out: (none))
Register factory: Registers: 25
QWO0=(((IW0—5) | [ (TWO+5)) * 2)

B 7 P SSA XK = HHHS S5/ 5 AR

ERE ACERS T FAMEIEORETFFSARA
Bh AR B R A R AR P R O AR R E TR Y
= HHER SR AT A e AR R AR S AR R T
PP HIIEMERAE. BT Java JFRIAEE, AU T —MF
SYR A R RE S R F , SCIREE SRR Y%7 i RS IR
REBFIERE. ZIEEAREAR, R — 5
SE3 :

DY R a8 THEES i SRR 5

2) X3 BAEAR R BAR AR T RS 40K



352 it AP B

2017 4

X A S AR AL R TUAR IR S KB E
OWZ PN AT LR Tk g% PLC #2F7 .

2 % X #k

(1] B4, REET, . COQ & B FA #4348 B) PLC 2% B IE A4y
HrLT]. AEECR2 2R (A SRR RRD , 2010, 46 (1) : 30-34.

(2] HAH, B, K. —Fh PLC BF1E S HFRE LR BB B
Ak L [Cl/ HEE R H 3k & 2011,

[3] BWAZIR. PLC RPN Petri M 50 HT LM [D]. RM 4
BFR,2013.

[4] BIALLAS S,BRAUER J,ARCADE K S, PLC:A verification
platform for programmable logic controllers[ C]// Proceedings of
the 27th IEEE/ACM International Conference on Automated
Software Engineering. ACM, 2012:338-341.

[5] DARVAS D,APIEGO B F, VINUELA E B. PLCverif: a tool to
verify PLC programs based on model checking techniques[ C] //
International Conference on Accelerator and Large Experimental
Physics Control Systems. 2015:911-914.

[6] ADIEGO B F,DARVAS D, VINUELA E B, et al. Applying model

checking to industrial-sized PLC programs[]J]. IEEE Transac-
tions on Industrial Informatics,2015,11(6) :1400-1410.

[7] MCLAUGHLIN S E,ZONOUZ S A,POHLY D J,et al. A
Trusted Safety Verifier for Process Controller Code [C] //
NDSS. 2014 :14.

[8] OULD BIHA S. A Formal Semantics of PLC Programs in Coq
[C]// IEEE International Computer Software and Applications
Conference, COMPSAC 2011. Munich, Germany, DBLP, 2011
118-127.

[9] BLECH J O,BIHA S O. On Formal Reasoning on the Semantics
of PLC using Coq[J]. axXiv:2013. 1301;3047.

[10] IEC (International Electrotechnical Commission). IEC Standard
61131-3; Programmable controllers-Part 3[S]. 1993.

[11] CYTRON R,FERRANTE J,ROSEN B K,et al. Efficiently
Computing Static Single Assignment Form and the Control De-
pendence Graph[]J]. ACM Transactions on Programming Lan-
guages & Systems, 1991,13(4) : 451-490.

[12] PEI 17BN A FRA R, SIMATIC S7-300 Fil S7-400 5417 (STL)
. SHFMIMI. T F R A FRAF , 2002.

(k8% 333 1)

[18] HARN L, XU Y. Design of generalized ElGamal type digital sig-
nature schemes based on discrete logarithm[]]. Electronics let-
ters, 1994, 30(24) : 2025-2026.

[19] HARN L. New digital signature scheme based on discrete lo-
garithm[ ] . Electronics Letters,1994,30(5) :396-398.

[20] #h/NEE, E50M, BE 45, 4 R FREI RS ELE L T RIN—
Rz (0], SHEHLAAR , 2004, 27(8) : 1147-1152.

[21] #L¥g¥s, Sk, 5 LG, HTHY ElGamal ) B EMFE /T
K[ AN T,2007,33(12):10-11.

[22] EwwE, K8, WV SERFER T REHZLMERT]
FHEMLEER , 2008,31(1) : 176-183.

[23] WROBLEWSKI G. General method of program code obfuscation
[C] // International Conference on Software Engineering Re-
search and Practice. 2002,

[24] LINN C,DEBRAY S. Obfuscation of executable code to improve
resistance to static disassembly[C] // Proceedings of the 10th
ACM Conference on Computer and Communications Security.
ACM, 2003:290-299.

[25] BARAK B,GOLDREICH O,IMPAGLIAZZO R,et al. On the
(im) possibility of obfuscating programs [ C] // Advances in
cryptology—CRYPTO 2001. Springer Berlin Heidelberg, 2001
1-18.

[26] GARG S,GENTRY C,HALEVI S,et al. Candidate indistin-
guishability obfuscation and functional encryption for all circuits
[C]// 2013 IEEE 54th Annual Symposium on Foundations of
Computer Science (FOCS). IEEE, 2013 :40-49.

[27] HOHENBERGER S, SAHAI A, WATERS B. Replacing a ran-
dom oracle; Full domain hash from indistinguishability obfusca-
tion[ C] // Advances in Cryptology-EUROCRYPT 2014. Springer
Berlin Heidelberg,2014:201-220.

[28] BONEH D,ZHANDRY M. Multiparty key exchange, efficient

traitor tracing, and more from indistinguishability obfuscation

[C]// Advances in Cryptology-CRYPTO 2014. Springer Berlin
Heidelberg, 2014 ;480-499.

[297] SHAAI A, WATERS B. How to use indistinguishability obfus-
cation: deniable encryption, and more[ C] // Proceedings of the
46th Annual ACM Symposium on Theory of Computing. ACM,
2014.475-484.

[30] HARN L,KRESLER T. New scheme for digital multisignatures
[J7. Electronics Letters,1989,25(15) :1002-1003.

[31] BONEH D,WATER B. Constrained pseudorandom functions
and their applications [ C] // International Conference on the
Theory and Application of Cryptology and Information Securi-
ty. Springer Berlin Heidelberg, 2013 280-300.

[32] BOYLE E,GOLDWASSER S,IVAN I Functional signatures
and pseudorandom functions[ M] // International Workshop on
Public Key Cryptography. Springer Berlin Heidelberg, 2014 .
501-519.

[33] KIAYIAS A,PAPADOPOULOS S, TRIANDOPOULOS N, et
al. Delegatable pseudorandom functions and applications[ C] //
Proceedings of the 2013 ACM SIGSAC Conference on Computer &
Communications Security. ACM, 2013 :669-684.

[34] ¥, BE, FTHE. | HE2ERTHRFELTRWEIT 545
Bl ] s R AR K224, 2011, 41(10) - 924-927.

[35] HU Y,JIA H. Cryptanalysis of GGH map[ C]// Annual Interna-
tional Conference on the Theory and Applications of Crypto-
graphic Techniques. Springer Berlin Heidelberg, 2016:537-565.

[36] MILES E,SAHAI A,ZHANDRY M. Annihilation attacks for
multilinear maps: Cryptanalysis of indistinguishability obfusca-
tion over GGH13[ C]// Annual Cryptology Conference. Springer
Berlin Heidelberg, 2016 ;629-658.

[37] LIN H. Indistinguishability obfuscation from constant-degree
graded encoding schemes[ C]// Annual International Conference
on the Theory and Applications of Cryptographic Techniques.
Springer Berlin Heidelberg,2016;28-57.



