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Attribute-based Searchable Encryption of Electronic Medical Records in Cloud Computing

LI Xiao-rong SONG Zi-ye REN Jing-yi XU Lei XU Chun-gen
(School of Science, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract Electronic medical record is an important product of the medical report under the rapid development of cloud
computing technology, whose presence is convenient for the hospitals and patients to manage the medical reports. How-
ever, it would be inevitably faced with potential hazards such as the privacy disclosure,illegal access, etc. if the privacy
data about patients are stored in the cloud. To protect the privacy of the electronic medical records stored in the cloud,
an attribute-based searchable encryption scheme was proposed,and its important application in the electronic medical re-
cord system was given. Compared with the traditional searchable encryption scheme, this scheme does not need a secure
channel for the trapdoor transmitting, and the difficulties in key management for multiple users could be reduced. More-
over, the scheme can hide the access structure and has fine-grained access control to add and revoke access rights of
users according to the request of data owners. Security analysis shows that the scheme can not only protect the privacy
of keywords, but also effectively resist the attack of keyword guessing and prevent the private data from leaking out.
The keyword-based trapdoor matching algorithm requires only one computation of bilinear pairing, greatly improves the
searching efficiency.
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