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Data Leakage Oriented Testing Method for Web Sandbox

SUN Ya-jing ZHAO Xu YAN Xue-xiong WANG Qing-xian
(PLA Information Engineering University, Zhengzhou 450001, China)

Abstract Data Leakage is an important cause of Web sandbox escape. Namely , unauthorized programs can access sensi-
tive data of system. The existed security analysis methods of Web application are not applicable to detect data leakage of
Web sandboxes. In this paper,a Web sandbox test method was proposed to detect Web sandbox data leakage. Based on
the model of JavaScript object, first, the method uses depth-first strategy to traversal native objects of browser and gets
the collection of directly access object. Then, the method designs sensitive-point oriented test algorithm of encapsulated
objects and gets the collection of indirectly access object. Next, the method designs data leakage test algorithm of multi-
ple applications and gets the possible communication paths of programs. Finally, the method compares the test results
and the specification of tested web sandbox to detect data leakage. This paper designed and implemented a Web sandbox
test system (WSTS),and tested the different versions of ADsafe. The experimental results show that the method has
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good ability to detect data leakage of Web sandbox.
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ADsafe REEA MR lib, R}, A 3CHE 2015 R ADsafe §1
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(div id="“SETMESSAGE_")

(p)trust me and give me some secret({/p)

(input type=text autocomplete=off)
(p id=“SETMESSAGE_A”"){/p)
(script) ADSAFE, id(‘ SETMESSAGE_”) (/script)
(script ste="comm. js”) {/script)
(script)
ADSAFE. go(‘SETMESSAGE_’, function (dom,lib) {
“use strict”;
var AfromLib;
var input = dom. q(“input_text”) ;
AfromLib = dom, tag(‘input’, ‘button’)
. value(‘ setMessage’)
. on(“click” , function (e) {
lib. commQ). toString. channel=input. getValueO);});
dom. append(AfromLib) });
(/script)
(/div)

(a) B E A widget
(div id=“GETMESSAGE_")
(p) get secret from the trust widget. (/p)
(p id=“GETMESSAGE_RESULT”){/p)
(script) ADSAFE. id(‘GETMESSAGE_") (/script)

(script src="comm, js") {/script)

(script)
ADSAFE. go(“GETMESSAGE_”, function (dom,lib) {
“use strict”;
var getMessage;
var show=dom. q(* # GETMESSAGE_RESULT’);
getMessage = dom. tag(‘input’, ‘button”’)
. value(‘ getMessage”’)
. on( “click” , function (e) {
show. value(lib. commQ). toString. channeD) ; });
dom. append(getMessage) }) ;
(/script)
(/div)

(b) B widget
ADSAFE. lib(“comm” , function () {

“use strict”;

return function O {
return {
getA :functionO{},
setA: function(a){},};);});

(o) M lib
B 5 ADsafe $diitiw S
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