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Abstract Recently,an image encryption algorithm based on bit scrambling and hyperchaos was proposed, whose main
idea is as follows. First,a chaotic sequence is used to scramble pixel values of plaintext image. Then, according to the
size of two adjacent elements in a random sequence, internal bit of each pixel is scrambled. In the end, the final cipher-
text image is obtained by the diffusion and confusion of the scrambling sequence,and chaotic sequence,and plain image
information can be well hidden. In this paper, the security of the above encryption algorithm were analyzed. It is found
that the security of the algorithm depends entirely on three chaotic sequences by choosing plaintext attack. The three
chaotic random sequences in the original algorithm were obtained, thus the plaintext image was restored. Theoretical
analysis and experimental results verify the feasibility of the chosen plaintext attack strategy. At the same time, the im-
proved method was given. In the improved algorithm, the initial value of the chaotic system is related to the SHA-256
hash value of the plaintext image, so that the key stream is related to the plaintext image. Then the algorithm is resis-
tant to the attack of chosen plaintext.
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W AR E BN [ € 53
RE BEEMEE  NPCR UACI
G(138,95) H 210
4 211, G (98,
195) @ 219 % 4
218

X #h[18]% %
NPCR UACT

99. 5497 33. 6532 99. 5318 33. 2789

G(112,157) g 234
& % 235, G (12,
17) t 156 & %
155

99. 6858 33. 4987 89. 5856 31. 8756

G(235,145) i 119
% K 120, G (35,
245) h 229 & H
228

99. 8933 33. 5986 39. 8965 33. 7856

G(205,215) 1 129
& X 130, G (96,
) W 229 K H
228

G(25,21) ¥ 29 &
¥ 30,G(196,47)
B 229 % 4 228

99. 5876 33. 4389 90. 5891 23. 3573

99. 6876 33. 2356 96. 5658 33. 2341
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HE L AT LUE H, SUICEGAE MR R ELESZE
B G5 R AR I Bt Bk b JRUE 0k of A SC A9 AR B
5.3 WHZENHBEERENELSHT

SO E S R A L R R TE B B IR T R SR PI(E Y
K UISCRRIR A N 32 BOF I BT RBUE 8, HoAl
FEAUBRSREEEMR. mRsEE R TR B —FiE
IS E] 2R BE T L2 o PRI A B S TRk R I [ R
IRIE—FE  (HSHE R L ) 2 R R .

HRE AT —FET WA ERLWBIREE SN EE
AT TR RIOX B AR 22T , ARk T
WSO Bty » 3 4% ) SO et AR O A A D58 1 0 4 2
LB 3 MRMTE T, P, Q. IR T R Bm A . fiE
LW T W 7k AR . SRR A BEHR DT ]
SCHCT BRI Xt R A8 T ot - B HRIE R SRR BT8R H
SWISCEG ) SHA-256 I F{E A 3¢ ARBTR A1 B ST U
AR AR 2 il FL 0 7 (8 B FE AR K AR A TR TP R 47 AR 1)
TRMFFE 58 2 ] L S I 2 A 1R B B SCRT R B 2 S AN ] »
WEN T —R—B7HRCR , TR I HOH Bk BE ARk 3 9 30
Bt » T EL ot Bk L B vk o B SRR UK
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