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Impossible Differential Attack on 12-round Block Cipher ESF

GAO Hong-jie WEI Hong-ru
(School of Mathematics and Physics, University of Science and Technology Beijing, Beijing 100083, China)

Abstract ESF is a lightweight block cipher algorithm with generalized Feistel structure of 32 rounds of iterated block
ciphers. Its round function employs SPN structure, The block size of ESF is 64-bit and the key size is 80-bit. In order to
analyze impossible differential cryptanalysis on the block cipher ESF, based on one 8-round impossible differential
route, according to the relationship of the round keys, through adding two rounds in the front and adding two rounds in
the end, 12-round ESF was attacked. Computing result shows that the attacks of 12-round ESF need O(2%) data com-

plexity,and O(2%**) time complexity,so 12-round ESF is not immune to impossible differential cryptanalysis.
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