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Abstract Automated trust negotiation is a flexible approach to establish mutual trust between strangers that wish to
share resources or conduct business transactions in open environments, However, existing automated trust negotiation
systems cannot interoperate with each other. The main reason is lack of a unified trust negotiation protocol. A strategy-
independent trust negotiation protocol was presented. In the protocol, message was classified into three categories: re-
source request message, information disclosure message and ending negotiation message, and their form was defined.
Three states of the negotiation process and the transformation between them wre illustrated, and the protocol algorithm
was expressed using pseudo codes. The analysis indicates that the protocol supports the disclosure of digital assertions
including credentials with various formats and access policies specified with different policy languages, and allows adop-

ting manifold strategies in one negotiation process,and satisfies to negotiate in various application scenes, and is provid-
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ed with distinct generality as a result,
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KIND=1
BEGIN_DECLARE
SORT={Credential)

(credential_data)

/MERRE B FWS
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END_DECLARE
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LANGUAGE=(DTPL)

{policy_content)

/M BRR KR H
//EWIE S A DTPL

( policy_cbntent)
END_POLICY
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PR : ReceiveMsg O B SEHOT F5 R 1X HITE B, » SendMsg (m)
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1;state<-INIT; //BE¥HAHEHRE
2: 0 (R=O){ / /W H RFEER I

3. m=<—ReceiveMsg(); //BEWIHE B

4;  If Gntype=RR and m.URIEL){//&% RRHA

5. R<m.URI;

6: state<NEGO; / /BB IRA

7. m=<—LocalStrategy(M,L,R,m,A);}
/AR AR R EEHE R

8. Else{ /IR REB RREE

9. m., type<—EN; /IR EER

10: m. content<(Q; )

11. If (m. type=EN) state<—ENDN;
//FEEEHBERH EN MEHBERRE

12; SendMsg(m);} //REBIRHE

13:Else{ //A& 7 HREHR T

14. m. type<—RR;/ /5 B HEIEREL

15: m.URI<R; //F URI#iR R

16: SendMsg(m);// BIEBRFRHEE

17 m<—ReceiveMsg s //HEWIHE B

18:  If Gm.type=ID){ //WBHERHBHL
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20, m<—LocalStrategy(M,L,R,m,A);
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21 If (m. type=EN) state<—ENDN;
//EBE BT EN U B I EERORE

22, SendMsg(m);} // RAERIHEE

23: Else /7B & L S

24 state<~ENDN; } // B REHORE

25; While (state=NEGO) { // TN RRA

26 m<—ReceiveMsg();  //3BRBEL

27; M Gnooype=ID){  //KBNZBHEHD

28: m<LocalStrategy(M,L,R,m,A);

29; SendMsg(m);

30: If Gn. type=EN) state<-ENDN; }

31: Else state<—ENDN; }
321 (m. content=0Q) /R I-HEHEBHNERE
33, return FAIL; //35% 0] B i 2 I
34.Else
35, return m. ticket;/ /iR Al S 2 {2
END of NegotiateAgent.
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