BITE B

Vol. 37 No. 9

i WOE MR %
Sep 2010

Computer Science

©

2010 4£ 9

am

Hash 25 W HEEZHAR

A #% 8BX#H ¥ K
(BAELEBEIRAFEEEHETE M 450002)

8 T Hash K25 AFRAL. EFTFHR, Bt Hash KA 28R LA ERERALEAEEHEL,
B E) ZEASIR R £ Sk Ak sk SHA-1,MD5,RIPEMD, MD4 ik, sH i B AR B A S5 %E, AR E
BREAS BT FRES P LR BT, BRSNEERFARZEELGELEF LERG, 2TFRESF
EORPBHMFTERALENRE, WMELZSBBRTRI MR B LS RBABLEFARZBEGASF4,. LTIE
W, — BT, E50EBEH 4 FHAL,FLET 4B AR REIKT 4L E,

%4 MD5,Hash &4, £ 5k & , BiEH A, 3 H LB EHE

hEZESHES TP309 XEkFRIRE A

Research of Differential Attack Algorithms to Hash
ZHOU Lin HAN Wen-bao WANG Zheng

(Department of Information Research, PLA Information Engineering University, Zhengzhou 450002, China)
Abstract Hash functions are widely used in business,military field etc. Therefore, the attack to Hash functions has im-
portant meaning in theory and in practical application. Since professor Wang proposed differential attack algorithm and
succeeded to break SHA-1,MD5,RIPEMD, MI)4, this algorithm has been paid more and more attention. However, Pro
Wang do not supply the method to get difference and differential path. Experts a‘: home and abroad guessed that she
made it by hand with her outstanding intuition. Therefore, finding the method to get difference and differential path be-
comes hotspot. We must tackle the circle shift difference and select the high probability sufficient conditions when con-

structing the differential path, This paper verified there are four conditions and gave their probability and compared

them with each other.
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