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Abstract Symbolic execution is an effective and automatic bug-finding method. But symbolic execution is limited in
practice by the computation cost and path explosion, We presented a tool for full-automatic detection and generating in-
puts that lead to memory safety violations in C programs, including buffer overflow, buffer overrun and pointer derefe-
rence error. In order to reduce the amount of symbol variable, we used the symbol variable to track the length of buf-
fer and C string. The use of symbolic buffer length makes it possible to compactly summarize the behavior of standard
buffer manipulation functions. While resolving the problem of path explosion, we introduced the dynamic slicing metho-

ds to prune the redundant paths. It’s shown by the experiments that our method presented in this paper not only is fea-

sible but also has little cost.
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EX 2 TERFFPWH,CHEMHERESR A RREER
£, BFEIIT o H— N ERFH] Execs: =(AUC) * (a-
bort|halt) ,

PATE R EXTHE A TR i A7 R AL iR .
X F—AR R BARIE S, T LR A AR MR R
BEETEREMTE. ¥ TFHSHTRE, BdYEFHS
i8] M AF M FFS 2518 S, 53 Bl REXPRWRAKRFESE
BRE. 55 EEBEH AT (concolic execution) HREFF
PATIESCIE 1 FR .

Input: Program P=(X,L,o0p,E)

Result: Path constration ¢

S: =S+[m {> input]

¢: =emptyStack;1=1o;

while op(1)+(abort, halt) do

switch op(1) do
case(m=<e):
S=S+[m bule)];
M=M+[m >M(e)];
1=ND;
end
case(if (x) then l'else I")
if M(x)=0 then
g: =push(pu(x)=0,0);
=1
else
¢: =push (u(x)70,0)
1=1;
end
end
end
if(S==abort) then
raise an exception
else //S==halt
returen ;
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01 void Functionl (char % src){
02 unsigned int length;

03 int dest[10247;

04 length=strlen(src);

05  if(length>>1024)

06 return;

07 strcpy(dest,src);

08 dest{length-+1]=0;}
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TSR Fuzzing B & B BB, FEH
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B 7E strien, strepy BRERARB AT HER T . TEMEZE LD
115 1024 MFSERNE X EN AR &, 3F B P# a2
IF 18 P RO BR B B FF S A R TR SR

FICEME LI, KR E2HEER SR XS FHF
BERKEMX, MEHABFH IR FEREK, J, (375
BEZWX KEHITHSBER, XA EREVLE .

EX 3 X FRHERENX, [ (baseadd, endadd, {, p)
VUTHM NS AR ER., HH baseadd 5 endadd RFFS
FXERFR KRB, { A SE M XK
By AR K NS FRBERE, .
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BEKE.

HEMAFESBRERRS CETEF B RIERK
SAER N 3 B7R
// memory node allocation and free

malloc(s)—>createnode(baseadd, endadd, u(s))
* p—>Mnode=find(p)
free(p)—>Mnode={ind(p)
delete(Mnode)
// C operation function
1=strlen(s)—>Mnode={ind(s)
1=u(Mnode, )
strpcy(dest, src)—>Mnodeg =find(dest) ; Mnode; =find(src)
Mnodeq. 7=Mnode;. 7
assert(Mnodeg. n<’=Mnodeq. )
strcat(dest,src)—>Mnodey = find(dest) ; Mnode, =find (src)
Mnodeq. 4=Mnodeq. n+Mnode;. 4
assert(Mnodeq. 7<<=Mnodeq. §)
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//rule for if(e) sl else s2

conditional_rule(e,s1,s2)

push_constrainte(e=false)

concrete symbolic
ife | if for k()==child
sl | push_constraint(e=ture)
{ | sl
else | else
|
|

s2

B4 ROBEREMSHAT

F OBEAI BB KSR RSN EBRE R RIGH
FAN G, AT R R RIE IR, “ LT XshdU "8
BALET, -BERFHTIIEEF S MR SZANEFAR
AHEMEPRS BRARE), WA FEEHIATHEE
RIS R, M35 X BT LA R S A BR A2 3R .

TEEBr A B, i T AR AR M R 4 SO BUR [
HRFM, AT RBURBARG PRI AT, FiL, A3
B LTS ATY R, AT R B 2 A.
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AR ERRIENMF SRR N E LR (ive
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fined State) ,
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e

State live Refined
symbol  State

01 x=sym_input(0; {x=x} {x} {x==}
02 if(x==1024) {x==x} {} {}
03  printf(“true”); {x=1024} {} {}
04 else printf(“false”); {x£1024} {} {
05... {x=1024}, {x£1024} {} {}

Bs CHEBABSETX
BT false 43 SCHAT, FHAE 04 EBAPE MR R A 27~
1024, MBATHNIBEA) 05 B, B HLR M ZE R « i8R E . 1
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. BIAE 4SBT0 BREATREN, LA S PUT, h 4
HORAAE = R B, 58 UM BT R R IR, E 4k B2
R B YRR ST
3.2 Look-Forward(LP)# &
B, ERF AT S8 E G 2 & (live sym-
boD R XERIA ., 77157 B o 15 85, s RS T L
BAEZHGD, TRENBEELS X RS,
230 PR 4 2 18 & (look forward) Mg, M BFEZ G
HIBTA BT R BER T » H PAT AR B BT, AT UE X
REFABRRETHEY REABW . RIEEHMA 6 fin.
procedure SEARCH (node,®, H)
input: node, path constraint ®, set of symbol H
output; update Tests
case node of
¢/ * end node * /
try
Sp: =SOLVE(®); Tests: =Tests+{S, }
H.={}
with unsat—=>();
end try
ite(cond, inode, tnode) —
if(reachForeward(inode, H)) then
U=Search(inode, ® A cond)
if HNU##p
then GoForwardBranch()
else CutCurrent()
if(reachForeward(tnode, H)) then
U=Search(tnode, ® A cond)
if HNU#8
then GoForwardBranch()
else CutCurrent()

end case
F6 HFETEHERERE

TR XEREBRE FMTHR:

HRIGEEN MHESXRREBHNENET. R
FERFRSEFRITRNDILHANBFTANERREER
-2

HR 2084 EHSHSUAE. 2ARF2ES
FRELHPITHE, 3 BERR RIS %5 W R 155
BRI

4 SCIOVEfE

HTLEFE, AT A CET KBS RIE
THRER, A 7 Fin. F2RIETAMABGETRES R
ABRMENEE 3 W, ATAESED . BIEARERE
PEIEFHAEANRE CIL TRY, B RERENETH]
TR LK ERF MRS S B IRE X R, H 1T
WIRE ERF IR R, X C B F M F A R R B BG T
S, TR, MR P X 5ER KBTS HRER, W
SEE Bk b 2R AR A 5 [R) A B PO 7 30 1) R 5 TE B AR I 4
i, RS A T ERBR R X TE RS L. £
WL B, FH AR S XBEEARERTRBERNE
STP T AN, 37 5ebr i B xd HL B 3% Bt A7 B4t

+ 158 -

THEEHA [#epsns || | [ #xem |
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B LAFE-TERWXBHER. R Name i CEFTR
JFiN4F;L0C B CBFRTHR(RBLER ; Num N E
HPATH BWEL; Time RE RS PATE S Frf F 896 [H],
28 2 A% ST i B 38 E TR BT 78 3% B9 B (8] ; Per 29 5
EXE YA H 354 Wl a] S5 76 # o (8] 84 A3

#1 ZRERKE
Name Loc Num Time Per
17s o
Examplel 8 100 21s 19%
Simple 24 70 28s 35%

43s
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FLBRIE, T E AT LR RSB TR, A8 T R
#.

5 HxXTIE

Hel, B EATRIU CESEFRHAEELR
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