$3NE B

Vol. 37 No. 5

it ® OB %
May 2010

Computer Science

&

2010 4F 5

an

MU R REREESTREARFAR

FxB Bt #E=D
(WAL AFTHENER BZL 710129

M E ALAAANERHBZEUSHPAERENEMAER RALMAM, TIFN AR ER LI AL L
R T R, FANLLHATRAGZLNETHTEMBFAL B LA EHR, TENA B/
24 R AT o4, R A B Dempster-Shafer B H bt EA 4 R AR T ELAZS . FATRSG REN 4R
¥ F i AE, BAEE R DO-178B AR A4 R R & F 4, il FH 3L,
KEIR Mot BB E, TREN, LA HE
FEREFES TP391 XRERIAE A

Study on Component-based Software Safety Analysis
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(Department of Computer Science, Northwestern Polytechnical University, Xi’an 710129, China)

Abstract Many obscure expressions and uncertainties exit during the process of safety analysis for complicated safety-
critical software, while the theory of fuzzy sets and subjective evaluation is an effective methodology to deal with these
problems, We presented the fuzzy expressions of the software safety factors, then analyzed the safety score of single
component. After that, we synthesised the safety score of subsystem and system quantitatively by using the fuzzy opera-

tions and evidential reasoning approach. Finally, an example was presented to demonstrate the proposed software ana-

lysis and synthesis method.
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Highly frequent 0 0 0 0 0 07 1
Frequent 0 0 0 0 025 0 0.25

Reasonably Frequent 0 0 ¢ 075 0 0.2 O

Average 0 0 0.5 0 0.5 0 0

Reasonably low 0 0 0.25 0.25 0.75 0 0

Low 0. 25 1 0.75 0 4} 0 [}

Very low 1 025 0 0 0 0 ]
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' 1 2 3 4 5 6 7
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FRBRER S, iTEX4E S G EethRik
a] B BB SR U7 B B R, B R S MORK L BB IR (LU R
2R N A FIERIE S F B “Catastrophic” #1) .

da (S, “atastrophic’) = [kél(,uéi ‘*/,thm,mi,,,,-c Y
R, d; RARHIHZERIE S LB OHEEE, B /b, 3%
AN SE(EL%S9)S BEE  MENESTEMIA.
HHEAT . Yd, =00, 8BRS FHBTE MEMIES
BRERMAFKL, IBdy(J=1,2,3, 005 S B/ pryFEEE, 1)
A2 i1 saiz » s T s AR AT N B S O PO B

a =3f/lg; (i=1,2,3,4)
i a; G=1,2,3, DFREELIT



K, j=1.2,3,4,

BRATRE H=(Hy Hy oo, Hy oo, Hy 0 F51
BREFERINES, FIFRARERIEME, H, REH
AEEAR N R K URAR T RARHR 1
L AT RN

S ={(H;:,8;1j=1,,N}

e A B B 3,20, S8, <1, %3
B =LBE K So HE LI 2 6, <10 B S HF RS
VAT, ASCR R N E AT, WRELE S A
I ) A ags, M g, 1 ELIAE B % 0, BFH
BB AERERA AP AR O TR A2 2
At B B T M P52 P 2
SEY) LIRS,

B RS B A R 24 F RGO, T F
RGeS AL, B, TSR B A P S
AR AR AR 2, TR ESR & R
M R A B R 2T LR R R T A% 4
SR BERT LA T RAB TN REWE LIS,

3 MHURGREZHRESESH

A &R AR, X THHNRGRETUAN S B
B PEA R AT R T vkl . R T T
AL FEAH E B 'S A Dempster-Shafer(D-S)H i, %HiS
FE 5 UE 38 RO AR B B3 0T LB R AR IR B B I ER A R AT
AR ES), ARG RED I HEHELE So B
HEERTUREN—FHRIZ.FERFEREES. £
ey A B AT DL TR R A E B T A0 DL R A, IR 3t

BHFRENENRZAENELE,
3.1 DSHEig

D-S UFE#S B Dempster T 1967 ££42 H , /5 3k Hy Shafer
WEBATH M7EE ., ZHEER MRS IR
2 RVFIEE A R BT 55 E A F R R
TEXFH T a1 R A8 AH B A4 38 5 A Dempster & 3k, 7T
LB BIAER AR, D-SUFIEEIS AR A B LA B
FAHE R B A R, # o e LU R A& MR
SHEHTIEESEER S, 7T AR S E TR EN R,

B3 R AR ST A9 T BRI R A A
FRES 0=(a1,a2,,an) , T HR O HiZAr B —MRFE
%8 (Frame of discernment), ® PHIFEFREESHARES
28 RF

XA BERAE e, EFRH m.2°—>[0,1], B
R om($)=0, 2 m(X)=1, 88 m K © EHEABRIAE
B(BPA) ;T V XSO, mCOFRN X MEA BFEHE Mass
PR m(X) , AR RIESE LR X BA B, i
AoEENEE. BE XS0 HH m(CO>0, MK X Rl
#9450 (Focal Element) , ff & &£ TE SR Z I8 (Core) .

EE Y AEFHADIAFEIEER mass B my . my B
D-S & S, QAT LB BB & mass BEL, BP,

0, A=¢
) =m & m, :{ (2 mBm©)/1=k, Ak

K= 2 mi(B)m (O k<1,
BNC=4

ERBERZA i Fm, WCER”, KBRS BB S 1E
Ao REEEZ B A w5, 56 6T LRI i s i+ B —
PRREMERE R, 2 ARIEERA PP REE, L 8K, 3
BIIEIERIM MR B K., & k=100 m Rl m: E2F/E,
HERARTEER. 25 /1 F2NE—bE T, HEM
RIEIERE SRR K IE 0 HERMATE ¢, TLWHIE
HH A REHEFTE SHEAXHERESRTEE.
3.2 ETDSERMAGAEHRSERSE

LUFAER A D-SIERBEI W K4 AR SRR
W€ BRI AT AL B B B
3.2.1 #MxbENESEE

B o MR L MRS E X oo HMF £, T
ew AV b BRI 1, MBI £ IR BEANE
BATLIE XK

E.=(an s rense 2 €L, }

A Ao HFI b BRBER | RIS PR ARXTAE,
HH <A<, ZBHRARELEWEMEENITMER
ERAABEREESB RN RS, TR TARER.

A = %

. .
111(1_0'& Q)<6
i=

¢
R0 R — R PP GBI, T0 6 R
PSRRI U ORI & I TR R
BEMBK (o REA P REERRFRRNEE
MRS,

Bt ek = mCH, fex) Omy SRR AU R T —
SRER XA FHH U RR RIS | KRB %2
BEPRACC TR (B & M R 2R A B H,)
BRI, AR5 TR TR

miz' :/\uﬂ.‘j
S 5, WEE S b MM T LA,

B4 0K <1 9F B3, =1 A Sk <1, i mlf =
mCHew) RABSE H 193575 R WUAT il =1~ 3
mh o T4 P o R RTERIX KB By AR
SEEE m (o /EOR L ATRIHE .

my o omh o omil mi ) {ea)
M(a/ED=|mk = mk - mf mf | {es}
mir, e omh, e omil, mid, [ {ew, )

B ml, B5 e MR ELBEEIHEN H, WERE,
A2 omi, BRI LB L5 B 7 M (o /ED) P50 B4 53 e R
B8 T E R RIS S BRI S .

BiX ¢ hEL2ERK H WFE, B yTH. 250%E
HeIRBEAERE BT e 0 . HAEESBEEHK
mi, o WF

€ o = {eh, e}, 1<<La

¢ 125 »



mf iy =mgym)
WA BEARECT BRI
{H;' }: 7"; G+l T K, i+1 {mf &) mi;i?] + mf ¢ mgﬁr] +
3 3 (] /z
mf:(i) 7"i,i+])’].:19"'7N

{H} :m[[Z(i+l) :sz«ﬂ) mlIZ(i) mg‘:z’ﬂ}l

N N . _
sz(fﬂ):[1-2_2m7k(i)mi,i+1] !

r=l)_:)

J

A, i=1,,L—1,
3.2.2 H4ENMEHRELGS

& L FTR B, T DR E e B i T 48

XNFERR g H,mi, o 3R ¢ B SRBEER 5 BE R 2 B
E WERem! o, =0 Bitfie. Bt E8EFRESE 2 M
(K% & L— B MBS DTRIPME N H, . XM
VAL T LU T L5 A 45 58 MO R BB R i & A BE I MASE IR,
FRER:

Sty ={ Gl H;),j=1,+,N}

R, T LT RS Bl - M 2 B TPAGE . i
— B Ry IANE R 3R Y 3 BT R I F R R R AT 4
Ao BRRIERIMTRESE (D FREDFLEE L DT
RE  IE ST LAE SN -

Fi=Censrescn s scn, )

REBHETRES L M ELEU—-ENERFE
(m, VBTG R H, I8 43X S M {4 1 PP AL 85 SRR AT LU K
B N FRENBZSEFH MR H,; G=1,-, N KiE#E,
B EEEEER R T LSS (N TFRENELE. W8
FAL I 7l BRERNTH B ) =1+, N3k=1,+, L),
Ede bR, REEA cw M2 H e, TTHF nd, Fil m!, 4
By M BIET . WS ¢ AR T RGN T AT LU R 20
LATFAY -

Sep=1{(mi, s H;),j=1,+,N}

R TEIR H m MERREA RE KRBTSR H, (=
Ly s OB EEE, A UGB mi, G=1,-+,N;1=1,2,
s )L RPE o BREMRGREN FREB DB HE
FESHER AR ML BB . Ak BRAENRENE
£

Seo={,H;>,j=1,-+,N}

WHHREBEKEZLEZRE, W HB 2 DO-178B
FMLRE 82 3k (5 RV R4 40 o, B2 BT SE L% 4K
RG22 VDA

4 B
IR =R TAN RIE RS 30, H A S 2 E M
B 2 Fiw.

_1 y ¥ (ool atiakiatbe
R4| [YAEMTER] [MBIOT A% 0SARFRA)

EHMARK

D/AKH 4 B3k

B2 EZREXANERAEY

FZRERGEdD STREWR. 5—FRELHBNTH
* 126

B, I, X FZR G RGN Z 2SI UABIRE
BIBRRIF LS, RPN S S EHR R M ER 22,
MRGRBE S LR BETE RN REN T EE.
XZB BB S BE T LA 4R 5, 34 OS iR
FRANTEEITEK L,

(DEREHTRE

HREWEM N ERITFHELETRTFRENELEIT
£, T LATS B0 HA 108 SRR Y 45 TTOBERM S 380EE

Ly ={1/0,2/0,++,6/0.75,7/1. 0}

C;={1/0,2/0. 25,3/1,4/0. 75,5/0,6/0,7/0}

E,={1/0,2/0. 25,3/0. 75,4/0,5/0,6/0,7/0}

R X 2 PRSI BE B B, 18 B0 1L B
W ER.

Sn={1/0,2/0. 25,3/0. 75,4/0,5/0,6/0,7/0}

Bt EB AR 2SR .

Sesyp = {€0. 1150, Carastrophic') , (0, 1222," Hazard-

ous’)y (0. 3403," Major’), (0. 1819, Minor’),
(0. 2406,'Noe f fect') »}
[ 3, AT USRI H R Z 2 5 B0
Sis,,y = {(0. 1378,  Catastrophic’), (0. 4785," Hazard-
ous’), (0. 1473, Major'), (0. 1213,” Minor'),
(0. 1151, Noef fect’) ,
Sis,,» = {(0. 1195, Catastrophic’) , (0. 5740,” Hazard-
ous’), (0. 1277," Major’), €0. 1557, Minor’),
(0. 0231, Noef fect’),
BAEEERE HE .
S, =1{(0. 0412, Catastrophic’) , (0. 7307, Hazardous")
(0. 1394,"Major’), (0. 0748,  Minor’), (0. 0139,”
Noef fect’))

(OREEHF RS

IR WL FFHIR A BB T

S, ={(0, 1342, Catastrophic’) , (0. 4516,  Hazardous') ,

(0. 2103," Major’), (0. 1623," Minor’), (0, 0416,’
Noeffect')}
GYRITERHTESR
S;==1{(0. 1219, 'Catastrophic’) , (0. 4375,  Hazardous') ,
(0. 2028,  Major'y, (0. 1027," Minor"), (0. 1351,
'Noeffect’)}
WEIE /O FRR
S, ={(0. 2543, Catastrophic') , (0. 3875, Hazardous') ,
(0. 1241," Major’y, (0. 1273, Minor’), (0. 1068,
‘Noef fect’)}
BANBRBRENZEER:
S={(0. 0030, Catastrophic’),(0. 9813,  Hazardous") ,
(0. 0129, "Major’y, (0. 0028,” Minor’), (0. 0000,”
Noef fect’)}

BB E R R AN Z 2B RN BR, HEBF
BEH 98 13%, AT AR B %,

BRIE FREHNEEWHIEEHCEERS LT
fli. AXEFEXERIES RRHITHRFA L ETERES BT
a8 EMIEM Bk 8 D-SIEREEIC TR &S, AR

(F#% 161 )



BERF BB IRINEMN R . B 3 h(ORABH
BETHE QEMEWA K. BEELIENABRA 4R
BB E EFHES.

GRIE BERRBFEAARTHESMEENERR
W, R REA B S AR S R B R KRR AT
BN BRI — LSRR T RS RARKRE. &
W TIRA R RO B B WA 8, 3R T BT R
BB RRFHESH  F LOE DS R R AR e . R
R TRER PEABE BN T E BT R R R
HF, TRANBRES ENERETAAF, GEXAT
BB S BT IR B B Bl T B R R R W R &
LBERRA ARG WEREA N, AR TR E
MXEE. #—LREFENTREE, BHY REIE &
BB AR R, LR 5 SO b Ho At A SR B R S B s
THEE. R T — MR E.

2 X X W

[1] Aggarwal C C, Han Jia-wei, Wang Jian-yong, et al. A Frame-
work for Clustering Evolving Data Streams| C] // Proceedings of
the 29th International Conference on Very Large Data Bases.
Berlin, 2003 81-92

{2] Aggarwal C C, Han Jia-wei, Wang Jian-yong, et al. A Frame-
work for Projected Clustering of High Dimensional Data
Streams[ C] // Proceedings of the 30th International Conference

on Very Large Data Bases. Toronto, 2004 ;852-863

[3] Cao Feng,Ester M, Qian Wei-ning, et al. Density-based Cluste- -
ring over an Evolving Data Stream with Noise[ C] // Proceedings
of the 6th SIAM International Conference on Data Mining. Be-
thesda, 2006 :326-337

[4] 1R#H,REMFBRL% £ T k 9ES KSR SR a0
BELT). HHEHIBFR 5 &R, 2006,43 (9):1639-1643

(5] BERDEE.R£EL. % ETFHSFBOEERERSRE
BB BELT]. HAE2%IR ,2006,17(8) : 1796-1803

[6] argf,BILiE, Ktk RTRERNWEHABRGRLT). iHBNH
#,2007,34(5):66-71

(7] FABz &S, B, % BELNBEERER R ARER
W] B, 2007,18(4) :933-942

[8] Jiang Sheng-Yi, Song Xiao-Yu. A Clustering-based Method for
Unsupervised Intrusion Detections[]]. Pattern Recognition Let-
ters, 2006,27(5):802-810

[9] #&F AN —HRARUEEERELEXRI] HBNER,
2007,30(8):1364-1371

[10] He Zeng-you, Xu Xiao-fei, Huang Zhe-xue, et al. FP-Outlier;
Frequent Pattern Based Outlier Detection[J]. Computer Science
and Information System, 2005,2(1):103-118

[11] Aggarwal C, Yu P. An Effective and Efficient Algorithm for
High-dimensional Qutlier Detection[J]. The VLDB Journal,
2005,14(2):211-221

(L#% 126 B)

FIHERBRO TR A EN, SR T &K
P 2R AT RIS, IS MR R 2R BF K.
BEE 7B A R A TER SO A B i, BAS KPR
T LR FR.

B2, 307 B R X R B A ) DR BB R LA B b 1 2R 3
BREREHTRN. T-SRRESERAKNATE R, IR
R ZEWH T MERAGR, T EREM NG SE
Ei—ERE g,

2 % X #

[1] John CK. Safety-Critical System; Challenges and Directions [C]//
Proceedings of the 24th International Conference on Software
Engineering. May 2002, 547-550

[2] Wang J. A Subjective Methodology for Safety Analysis of Safety
Requirements Specifications [ J ]. IEEE Transactions on Fuzzy
Systems, 1997,5(3) :418-430

[3] Dempster A P. A generalization of Bayesian inference(with dis-
cussion)[ J]. Journal of the Royal Statistical Society Series B,
1968,30(2) :205-247

[4] Shafer G. A Mathematical Theory of Evidence[ M]. Princeton.
Princeton University Press, 1976

[5] Atkinson C,Bunse C,Gross H-G, et al. Component-based Soft-
ware Development for Embedded Systems[ M. Berlin Heidel-
berg, Germany ; Springer-Verlag, 2005

[6] Schmucker K J. Fuzzy sets, Natural Language Computations and
Risk Analysis [ M. Rockville, MD; Computer Science Press,

1984

[7] DO-178B. Software Considerations in Airborne Systems and E-
quipment Certification[ S]. RTCA/EURQOCAE, December 1992

[8] MIL-STD-882C. System Safety Program Requirements[S]. De-
partment of Defense, USA Military Standard, 1993

[9] Karwowski M. Potential Applications of Fuzzy Sets in Industrial
Safety Engineering [J7]. Fuzzy Sets and Systems, 1986,19;105-
120

[10] LiuJ,Yang J B, Wang ], et al. Safety analysis and synthesis u-
sing fuzzy rule-based evidential reasoning approach[CJ // the
2003 UK Workshop on Computational Intelligence, University
of Bristol, September 2003

[11] Zadeh L A. Fuzzy Sets, Information and Control{ M. 1965;338-
353

[12] Herrera F,Martinez L. A 2-tuple fuzzy linguistic representation
model for computing with words[]]. IEEE Transactions on
Fuzzy Systems, 2000,8(6)

[13] Bowles J B,Pelaez C E. Fuzzy logic Prioritization of failures in a
system failure mode, effects and criticality analysis[ J7]. Reliability
Engineering and System Safety, 1995,50:203-213

[14] Anderson L. The theory of possibility and fuzzy sets;new ideas
for risk analysis and decision making[ M. Swedish Council for
Building Research,1988:165-167

[15] Zimmerman H J. Fuzzy Set Theory and Its Application[ M.
Norwell, MA : Kluwer, 1991

[16] 4. ZABEREHENAGERAENHRSRIT[D]. BHE:H
JE Tk A%, 2006.7-16

L] 161 .



