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Security Alert Correlation: A Survey
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Abstract Alert correlation is a new promising technology and has drawn more and more attentions in recent years. It
can efficiently solve many problems bothering security managers now, such as high false positives (i e, alerts mistakenly
triggered by benign events) , high false negatives (i. e. intrusions mistakenly missed by security mechanisms) ,and large
amounts of alerts created by security products per day. In the past several years, a lot of vulnerable researches were done
in this field, but most of them only focused on few issues. And there are still many challenging problems that have not
been addressed well,or even not been touched. Researchers of this field need put more efforts into them in the future.
This paper gave an overview of the research progress in this area. Firstly, we introduced the common process and the
popular architectures of current alert correlation systems. Then we summarized and compared the main algorithms of
three key phases (i. e. alert aggregation and fusing, attack scenarios constructing, and attack plan recognition) in the
common process. After these, the main applications of this technology were introduced, and the difficulties and corre-
sponding methods were summarized. At the end of this paper, we analyzed the shortages of current work and the possi-
ble new directions in this field,
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PR R E R AR B AR, Bl T BRIk R —
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At AR TR B T IR, X T RIE, EEF AR
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F G HE BRI R B, & N R BGX K B R ] fE
SBAEREEAEERN TSGR,
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BB, ARG AT A B E IR E TS E = AER
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£ W IR, O A R R 5 5 B R R e S AR,
FET SE R G R 0 B8 AR AL Y trend K BEHLMRE 4T
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X5 WO i BT i & B 0 TR T 58 o i IR B R
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QBEH B L, W E BAEMAREI LT RE
A2 B %30 ) A R B SO ) 5 308 A A 2 5 4 5 K BT I
HREMRI. XERL10,35TMRATH k. XR[36]
MR T RE S BRET —MERANRERIEESR.
RERIEBIANGERIEER, BREXTHAGTRENT
FOARE BB , X 7E R4 HIRMESCHE .

B ERERRBIFEZ I, K HEANEK L sensor WESR
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I HFHHR )G, BBLER BB SC B A 37 3R % BP AT #51R
#. EXFHBEET RIBE—-REZLHEGRPH—
A8, TR E R R IO YL Y X — Rk, AR 7ESE
PrER R B E A R R X — BRI EH
Slammer Worm) , Tfij ELR 5 X i 38 R 91 B 24 2 3K 18 47 i) e Bk
S5 RIFTIR , AR 200 B R A B R R R
7.2 RiRHE

AN EZLUHIHAREE, LHE IDS, B LHE
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HETRATHBR T R REREEFE R BE AR EHs
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W7, BB AL R T AR BGE . B UREE A SRR 38].

REME T EEEGZ R AmER R E ReExae
MBHERE EEAFEEFGR P S YR EEEME.
b BABEHE TR ARG FBRADME BAR, FrLR
WG ERERERIE. W TFEREEE. ARXECEHF
WA RIES A SRR, CANFREEETHITREN
BB RAEE A IR E REEX R KB R AR MR
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7.3 REEERMANGS

FRARX TR EAERKSRERHH, WEREX
KERBRARSKBHNMERINGSHEE R MR, R
BEBRKEAPABRMBRILXEENSEE. Bk, HARKE
RN AT RAVCREERE XK, AT EaEERE
B4 ¥7 (alert impact analysis) jﬂfﬁgﬁﬁﬁﬁ;ﬁﬂ (alert
prioritization) , :

PB4 B AR I BCE X F R4 IE HRAER
B, XFEKR A BE R PP HIEE (asset database) i)
58, ZBEERFETNE/ REPLZENRE JRF ZH
Bk EATNEE G  ZL2RESHET . REXEFETLL
F 087 R R - T o 9 B AR, WA ir i B — B
BB FRE R, B ARG IR 5 S T6E .

WEREFIREREEREMENARE T ERES
HUEAXBEABFAEEERE . ZFAEEHLRM
. RSN ERENEYRRELSTFRMRIRTE T NE
B R ERBEHIGBEY . RAREEN—BT
ERY . B EMTRENE LR NELT R, REFHHR™
BB E RN E— MRS T RERAIENEE
e, BERE X BTN R TSR3 — R HRE S
BoAHR BIR5E R .

7.4 BEXBRZEHRSME

ZEWERBRGEAFDEIEEEL LB, BB
A B2 . Qalert flood Bk, Bl 7] % 2 sensor KIZEEHAR
fE RN & KR BEHRE, kL H FE KL sensor HE [ XE
FLERARBEBE, THEER TEQHRE MR,
B S o0 B 1R 08 PR P3R5 06 TR B SR TR L% i Rk
& 5, BlanfE MG RS E.

X} alert flood Bit7, BIA MR B OFT R TR
HHEBAZ. B0 Snort BPRE S HABBELRE T
BT TCPH3RBFRIAERENRAERE. XHMA
MR AR RA GERRE R B EMRE. OEFRE
Fukit, H)anCHER[40JHI7E IDS BY% H 48 1415 R B B L
Z A3 I T “token bucket filter”, 763 il i % L & 49 [F B, R
BERGEFEENRE. ORI KL sensor GREHLZ
B SRR X A AE SV,

Xt FHURME SR, BLA %20 IR L E AR (alert
sanitization) , Bl ZEARIE 36 5% BT 75 15 8. &% () e, /=X 7T B 3t A B
FHZERER. XIH AN FTECE2AREE AlnAE £
REGRBIR, FFFF k45 S B BUREL, A Hash 58 500 % K
B, Rz, SCRR[41 18 T —F A A G ERIE
REZLMMTE, BRA P2P HHLIRER G ILH, ERE
TEMRPEEFB RN, %4 sensor FVLILE K R E X =0
ANERESHE . XAE, BB A T SR AR R AN 1)
SRICH: FI W R B LR IR
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B AIX FHRE XK R EZ 2B A IR S, KA
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X S0 T B INGE DL 1R R R Y RRE » LB A O R
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B, A B E BRI A B T R LK (it
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