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Clustering Analysis Method Based on Alert Cause
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Abstract The use of intrusion detection has created the problem to investigate a generally large number of alarms. To
solve the problem, a clustering analysis method based on alert cause was presented. The correlative alarms with the
same attribute were ranged into a clustering according to their causes. The generalized attributes can describe the com-
mon characteristic of the alarms. The method can cut down the number of alarms remarkably, simplify the alert analy-

sis,and analyze the security risk in network and application environment accurately. Therefore, the corresponding mea-

sures can be taken in time.
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Function HeuristicAlarmCluster(I',A,G)
T=T//Store in table T
for all alarms in T do  //Initialize count
a[count]=1;
while a€ T &.& al count]<CA do
Use heuristic to select an attribute A;
for all alarms a in T do //Generalize attribute A;
a[Ai]=father of a[ A;] in G;
while identical alarms a,a’ exist do //Merge identical alarms
a[ count]=a[ count]+a’'[count]
remove a’ from T
end while
end while
output all a€ T with a[ count ]==A
end function

BrEERRMEENAR TP MENESNEHE A K
P E—5], R TERGMRECR—MATHRNERE
B count , - HFA MR count FIHLN 1, BEEIEIN P&
HMERE, BAELEERERE A B8R THHRARE
RIBHEA: BHNZARXREEG PEMNLT SHE, XHR
SEARAM ] M B T REAE AR AR R ; HLK, AR ARE o Mo’ BEF
A IR HEE AR A S, WA o 5 A 4R B A TR, 4 B9 3 B0 3 3
count ARG H b — R H W A — T RENX TPl
B, XFESEH T ARSI AR E BB count
FERA K1k HE coumt HANRKR T MEREPREH
H. REBANRENE A WEE, MBI EHEA R F =
max{ f; (v) | vE€ Dom (A))}, W, fi (v) = SELECT sum
(count) FROM T WHERE A, =v, /R i A: BF v iR
B count ZH0, BIEEENEE F MR A TR
WEETREA MY, F<F, XMHTENERBER:
WRIRE o WRITTERT A, WX B AiG=1,+n),
BHF=f: @A D=,

BRBEZARRBEMEEH, WREZAXRRA R
EHEW AR S, AT AT RAE BT A X
FERERMN LT RN FESFIER, X ZEBERE
AR R A AL TR T3 ¥ — R PP R SR B s ME— B3R 4%
mFEEHL L FIATiE4T HTTP R4 F1 FTP iR % 8f, HTTP i}
S fn bk A FTP R 55 2% s ik #R T LAYE S 41 1P sk 4912
e, 4 B0 80 i, TP iz Ak 2y HTTP MR 5 f bk,
FWZACK FTP [R5 254tk ; 53— R R IHAT AL BT A AT RERY
BHEZ AL, BB R BURE R KA A M2 B 7
TEREME 8] 5 2 B RIS B R 5, B e SE R
FRARMER A . P 8 SRR B G JB I Ab Y s S, A AL ET L
REARITT R B B, T 5 18 T RS IR IR, R E &
PN

BE A WBUEX B RERARRE W, EBHEH ALK, E
ERSEARAMHAREEMRE LRI —-REH, X

¢« 69



BORE R 20 T ok B AR R, W B R B BB
ARPEEMRERE DN TFSEALNALSHXELETH
AR RIS WREEN A /N, AAHREENIRERS
P FRAFRRERA P, AT HRERENRE NG
BEMIWREERE., Z RN SEK A BEFEHFEAS,
AR APREARREN A HRERERLNER . BR
KRB — U] LU OME , TERRE B M 4 FL N 3R B o, 4 ME
IR RRE R .
3.3 % Snort R

TEMRE TR N AT Snort B #5177 LI Snort #
B4y, SLPURT Snort EHSIHT. Snort B KA £
B4 IP ik %0 B AR FEA R, ARSI E
FhRBEIPAXR, P AT LR ME 1R, 6 5f
P44 R RN FHER S, i M 4 R BE P Y TP sk 1928, B Sr 2
WRR . BREIZRINME 1 FRe IP bz e 28, smOa
AERAN TP it qel, 1825 R 1 A4 S BRAE R B O, BE ST
Az R E. JF RS AREEF IS (M SYN #iZ#
B hEHEAH SYN B8 kMR (I kK ICMP HiEHE”
FRBIEAIINE, B ES — R B FEREI T
iR s, MR EREEL TEAXER, B TR—ICE MR
I HRENH ., Bl BE N FE BN BN
M4 TE Bl 4 511, 100, 10,207, 20,607, [60, 001, [El A
ERERBENFBENWEBEERLL, 20],[20,
oo ], EI“MAENGE T BMAF“E N, X5 N FmFig
FIBFH T L RZ R RERR,

ATENZAL R R B M B s R 52 s A M, M LUST R 5
PR BAF I AL A4k, T B 82 Y8 B O R A L 10 4
TR B R A3 i RS 4 B R 43 ER R F T B b T
%, olE B FERREIC RO, B BB Az R
BT R4 AR T4, L PEat[a]” f“0k 8 i)~

AR A #0780 A R X $6 45 56 R F B e RIS e, R 2 B

= ==

| ANY-DAY-OF-MONTH |

K2 mERZAeRRER

AHEREICE 2 BRI —DZRRRE, X
Bf— A ) 7 AR AT A BN ACHY S — A — A LR
H—ANRA—AREILR. XRTEE R EX RPN A
IR S R B AR B R AW RN, 745
BREEEFANAS, H T 77 BB p B 7 T 95
THPBEMIE L. Snort G K F A BAIEMEHIFEL K
FIFEEENE. KBRS R AN TE FRE,
HFRFERRE SRR E SR A 2L 74 B BIRHE SR & P AFHIE Y
XRS5 2R 5 X R o 0 TR BB T LB RO IE RS — A
THE MNMELTFRHBZEKZHETR. MEBFEE S f2»
FYATRRZACR (frs fo o A fes Y 810 o) s BE— 2 AT EAEZ
WA 1} S} B B R RS R, TR AR
fE”. FEAIRERIRR 747 P RBUFER S WY TE
MZBRZHKF, B X MZ R R RS TR,

4 KBS

SEE AT IR R4 & 126,080 A%, F2FH
T 8N BRKMMBERINAZHIRE. BE—FIRTER
PHAEMRERE ., XPOEERFBHERZAIE L
REF RS RE X FEREREFBAARIC X —
W5 B, 0 ICMP Bl o 8 A o5 11 &, B Y ICMP 5%
ROt g i R ER R R E L, “ipl”, “ip2” %
TRSEFR M R 4L

K2 ST BRAMIRERIII R HZ L RE

Alarm type Source TP Source port Destination IP* Destination port time Data information size
WWW IIS view source attack External network Non-privilege ipd 80 Any Contain attack text 54310
WWW IIS view source attack External network Non-privilege ip5 80 Any Contain attack text 54000
FTP SYST command attempt External network Non-privilege HTTP/FTP 21 Any Any 4181
IP Fragment attack ip6 Undefined ipl Undefined Workday Undefined 4581
TCP SYN host sweep ipl Non-privilege Any 80 Any Undefined 761
TCP SYN host sweep Firewall Non-privilege Any 25 Any Undefined 253
Fragmented ICMP traffic External network Undefined ipd Undefined Any Undefined 823
Unknown protocol field in IP packet ip7 Undefined Firewall Undefined Any Undefined 861

F 2 PUIRMZAREL S TREBIEDS 05X HIRE,
LT IRE ST, (HEREREMZARE 2R IHRER
R 20T, 7 Bt — 5 F R HIARE R .

Xt 2 HE— B0, B AREERRERH .

R2PHHTRINHEZARENBECFRLETEY
“GET /search_cgi/cgi? ction= View& VdkVgwKey= http%
3A %2F%2Fwww % 2Exyz% 2Ecom” , ;X k&% % HTTP %
RIEMEEE A LA T —FH 2R, BALHHBE, Y HTTP
) GET R &“ WoE"m ik &4 7T “WWW 1IS view source
attack” B, EJREZET ipd Bl ipd EVLET Web #2481
HWERRSE, EITR B E S K URL hEE S5 %801
FNHE W A AD I 26 2E, MK P d XA URL Bt & 7
“WWW IIS view source attack” %,

070a

BEATRAHZ AR E A “FTP SYST command at-
tempt”, SRR E FTP % P & ) SYST 54, 7 FTP il
PSS EAEN A TEE FTP IREHMER. XME
IR MR R R T % o om FTP S &, 48 FTP
&P iR R R AR B SYST 4.

HFTEZ LIRS R E AT ip6 AL B A5 T Ak
B ) (B 0 SR T B K 8, PR B K SR AL R RE Ty

BE—fTRHB T ip? FIER T RAKNEHEDIUKER
FaEa, AR e BAE R By k. BAT, A — LR
FECN libnet ) LR H & XBHFHHNRE, FRXER
TE SCRBE A0 R % B M 48 Hh L B0 3 BT LR P e i f
SR ERE, AR, ip7 BB A R M R S

CF4% 85 7



PR W R ML R AR U B L E P RIE . A, T A
SEPRAY eDonkey M4, ZEARISC S o, S0 5 R 0L 55 B A9 3K
B4 1 : 200, IR 5588 ST S ELBIZ98 20 1,

WA SR B KRB EE M TEMAETF DHT Mgk
P2P W4, 0 7 SEBA 768 , R A1 LB 8 A Chord HMYFE
P2PSim bF#. T P2P W%, ¥ 51217 3 MRBEHE L.
%FF Chord P45 , 3833 76 453547 A B AR R B+ 18] 5, , 390 65 9 4%
FAREE AT S P RBZNEN T REEE
. RGP K Chord W45 ML, SRR &HBEMER 3 4
AR FER MR AT SR RN B, 25
BRI, B2 6 R,

—o—NLB
ERFARTEAENRERRRLR ﬂ
—&—BF

40.00% D
W 3000%
¥
& 2000% - - e
&

1000% —— e

0.00%

30K 300K 3000K 12000K

B 6 AMRETEELNREEBIR LK

ME 6 FILLE ) FEAF AR BT, 7 HIERX 3
MRBSEHE L, UM B MR, REBRREMFK.
VB 3 M OF kB AT T R AR . BN RATR B A
FHEEE . RENBRERR/DY . HARAETHFRER
MR ERE, MRE =B PRIFH,

BRiE AE XML P2P RERY T MR
MR FERE. SHARELMAWL, IR RN EBEIGHES
P QFEBE R PIA T — MRV B & T REH 2
VIR FeoF BB R BT R . TR B GT 8 B R 4R 55
i, HIR T BB R R IR 5 2B TR R, Ok HET

B s it R FI 52 240 A K 77 ¥ 7T A3 8 S 3 Bk B9
B BB R TRE

FOFRH AR FERE L ZET DHT M4 P2P
MR RALE . 45 B DA E B &R 7E P2P M4 Ab
SESRYLE], ELAndh $h—BOvk R B & 2[R BE LA & 454 P2P
25 By S0 BB LR

2 % XK

[1] Rao A, Lakshminarayanan K, Surana S. Load Balancing in St -
ructured P2P System [ C] // Peer-to-Peer Systems II. Berlin;
Springer, 2003,2735,68-79

[2] Xu Zhiyong, Bhuyan Laxmi. Effective Load Balancing in P 2 P
System[ C] // Proceedings of the Sixth IEEE International Sym-
posium on Cluster Computing and the Grid. IEEE Computer So-
ciety Press,2006:81-88

[3] Fan L,Cao P, Almeida J, et al. Summary Cache a Scalable Wide-
area Web Cache Sharing Protocol[ J]. IEEE/ACM Transaction
on Networking, 2000,8(3) :281-293

[4] Chu J,Labonte K, Levine B N. Availability and Locality Meas-
urements of Peer-to-Peer File System[C] // The International
Society for Optical Engineering. Springer Berlin, 2002, 4868
310-321

[5] Dabek F,Kasashoek M F,Karger D. Wide-area cooperative stor-
age with CFS[J]. Operating Systems Review (ACM), 2001, 35
(5):202-215

[6] Saroiu S, Gummadi P K, Gribble S D, A measurement study of
peer-to-peer files sharing systems[ C]// The International Society
for Optical Engineering. Berlin; Springer, 2002,4673:156-170

(7] Z=RF. @& £F DHT B P2P RERNAEHEH . it
BEHBIR S &R ,2006,43(9) :1579-1585

(8] BRSME, MR SHERE . LW A SET M. LR EE
ML, 2007

(E&F 70 B
WHEEER.

WP IREBE G IR R IO A B L, BET
HR 0 90 445 0 Ry R 3 5 A9 SEBRoR O 40 #r 1 R R R S , WT AR
BRI ME 2 AREIERMUEEITINEERE, HFAR
R NHRERESRENEELE, AHREEER L
T 3t ) 4 22 4 B S T T BR 9, B 18 SR R T TR 4 B Ay
BRERDNANE. XEREHIAEHENRERE
KRR FBRRMIRE, X LREXTEMKT RELBAS
T B SR8 ) b A S A 0 T R %o N B V2 A R A
BRSNS, T AR SRR IR R TR UL
R RETE, LIREMRE.

HERE BTEREON-HSIEERRE HF—FE
TRV RE R R A, T X B4R % A A R A R R, BB, A
CHEB R A KM B R — R E A, AN
SHZALIRE  3F B ERR IR L R AHE , AR Kb T
WREBE P T U ST R 48 F RN FH 3R NG i 2 2
Jip » AR RoF i o 0 S PRDR IROBE X 465, B F A S BT ER
RERFEEEW, B, SENRBELTEHR—5 W

e

5.
2 E xR

[1] Valdes A, Skinner K. Probabilistic alert correlation] A] // Proc.

of the RAID{C]. Davis, CA,2001:54-68

[2] Cuppens F,Ortalo R. LAMBDA ; a language to model a database
for detection of attacks[ A]// Proc. of the RAID[ C]. Toulouse,
2000:197-216

[3] Dain O,Cunningham R. Fusing a heterogeneous alert stream in-
to scenarios| A //Proc. of the ACM Workshop on Data Mining
for Sec. Applications[ C]. 2001;1-13

{4] Ning P,Cui Y,Douglas R,et al. Techniques and tools for analy-
zing intrusion alerts[ J]. ACM Trans. on Inf. and Syst. Sec. ,
2004,7(2).274-318

[5] Ning P,Cui Y,Reeves D. Analyzing intensive intrusion alert via
correlation[ A] //Proc. of the RAID[C]. Zurich,2002;74-94

[6] Ning P,Cui Y,Reeves D. Construction attack scenarios through
correlation of intrusion alert[ A // Proc. of the ACM Conf. on
Computer and Comm, Sec, [C]. Washington D. C, 2002;245-254

[7] Templeton], Levitt K. A requires/ providers model for computer
attacks[ A]// Proc. of the New Sec. Paradigms Workshop{C].
Cork Ireland, 2000 31-38

[8] Julisch K. Clustering intrusion detection alarms to support root
cause analysis[J]. ACM Trans. on Inf. and Syst. Sec. , 2003, 6
(4):443-471

[9] Julisch K, Dacier M. Mining intrusion detection alarms for ac-
tionable knowledge[ A7 // Proc. of the ACM SIGKDD[C]. Ed-
monton, Alterba, 2002 ; 366-375

585.



