BITH HEIW it B N OB % Vol. 37 No. 3
2010 4 3 H Computer Science Mar 2010
ETZEMRMNEFITAHARBEERERNHR

B B T
(WNFEEAFEFEEHEER KM 610068) (HHAA¥HFK
(ARG AZREARAE  JLE 100085)°

X # 300071)%

W E AANZRRNGR, BT AGFF I BEE HROERA MY AR S FAT A SRR EF
HiR, A, HARE -G AEALS ABER AR ARERAFEAFIEX(GV EX), BRX B LML
BRTH G EERFRIHRAEH REAL B GV BABRBEZNARTFGVRX AN AL ARAREZAR
B, FRAA A THRAENGFELNL LN LESA, EARB AR RO TR TAARKGLMN T4 PR E, L4
T EabeRE S,

XEWR FEAMN,ERRBRY, 7o X T, BB

REESES TP393 XWFRIRE A

Research on Program Behavior Model and Anomaly Detection Based on Multiple Abstraction
CHENG Xia'"? WANG Xiao-feng®
(Economic and Management School, Sichuan Normal University, Chengdu 610068, China)!
(Management School, Nankai University, Tianjin 300071 ,China)?
(Huawei Symantec Technologies Co. , Ltd, Beijing 100085, China)?

Abstract Efficient short sequence models used in anomaly analysis of program behaviors are not available in anomaly
detection field. The current models are short of abstracting program behaviors. Therefore,a new highly self-explanatory
pattern called GV pattern(gapped variable frequent pattern) was provided to cover three fundamental structures of pro-
gram: sequence, selection and circulation. Subsequently, GV pattern mined algorithm and system-call flow chart model
based on GV pattern library were presented in details. Experiments show that the anomaly detection algorithm based on

new model keeps low detection overhead and false positive rate on the condition of high detection rate, which is crucial

in a real-time intrusion detection system.
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