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Practice-oriented Security Metric for Cryptographic Device under Electromagnetic Analysis
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Abstract For evaluating the security of cryptographic device in the risk environment full of electromagnetic analysis
(EMA) adversaries, by enhancing the adversary’s ability in the classical cryptographic black box model, two novel ad-
versaries, the key recover adversary and the indistinguishability determined adversary who takes the advantage of elec-
tromagnetic emissions, were defined within the framework of physical observable cryptography model. For the former,
the security is evaluated in quantity with the adversary’s success ratio, and for the latter, the security is evaluated in
quality with the adversary’s advantage. With the metric of adversary’s success ratio, the attack abilities of several EMA

distinguishers were compared. These two practice-oriented security metrics laid the foundations of further researching

and developing EMA resistant cryptographic system and device.
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s=8(k) s
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if s€ [ 55157455, |then return 1;

else return 0,
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q=100 q=10000  q=20000

q=100

q=10000 q=20000 q=100 q==10000 q=20000

AES(R #£) 0,03 0.32 0.91 0.03
AESCm i HL% ) 0.01 0.09 0. 35 0,02

0.79 0.98 0. 96 0.98 0.98
0.55 0. 77 0. 69 0.78 0. 84
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b"_{ovl};

R
z<{0,1}"; // random input
if 5=0 then

R
ko <K

co~Ey (2);
ly<—L(E, (2));
d<-Aior..(coslo)s

else

ky s ks ‘R_’C$
a<Ey, (x)shi<L(E, (2));
By, ()55, <-L(E;, (2));
d<Aor1(c1,0);
if 5=d then return 1
else return 0
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