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Two New Digital Image Encryption Effect Evaluation Criterions
ZHANG Xue-feng'? FAN Jiu-lun®
(School of Electronic Engineering, Xidian University, Xi’an 710071,China)!

(Department of Information and Control, Xi’an Institute of Posts and Telecommunications, Xi’an 710061, China)?

Abstract Image information entropy and gray modification average value are two familiar image encryption effect eva-
luation criterions. We pointed out that these two criterions are influenced obviously by the size of images,and two new
image encryption effect evaluation criterions were presented, that is, histogram proportion degree and run statistic, His-
togram proportion degree can be used in the effect evaluation of image encryption algorithm based on the image pixel
gray values modification, and run statistic can be used in the effect evaluating of image encryption algorithm based on
the image pixel coordinate permutation. The proposed criterions are simple on expression and convenient in computa-

tion, their main advantages are having litter effect on the size of images and the computing process are only related with

the encrypted image.
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