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Security Model for Image Hidden Communication
DING Yi-jun'?  ZHENG Xue-feng' YU Gui-rong?
(School of Information Engineering. University of Science and Technology Beijing, Beijing 100083, China)!
(School of Computer Science and Technology, Shenyang Institute of Aeronautical Engineering, Shenyang 110136, China)?

Abstract Security is precondition for application of Image Hidden Communication, There is lack of constraint condi-
tions in security based on Shannon information entropy and relative entropy, because of steganalysis by image spatial
correlativity, We presented generalized information entropy, relative entropy and probability distribution, by means of a-
nalysis for correlativity of adjacency pixels of image. A security model for data hiding based on generalized information
measure was proposed. The model is suitable for Image Hidden Communication and the hidden data can’t be detected.

Security constraint conditions and a method of steganography were derived,and we gave experimental data to verify the

Vol. 37 No. 2

model. The experiment results indicate that the security model has values of theory and application,

Keywords Data hiding, Image hidden communication, Generalized information,Data hiding security
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