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Research on the Realization of Anti-collusion Fingerprinting
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Abstract Considerable progress has been made in fingerprinting technology, particularly with regard to fingerprinting
codes, embedding methods and colluder identification. But applying fingerprinting technology to engineering, it faces the
problem on how to realize anti-collusion fingerprinting in real system. The concept of anti-collusion fingerprinting reali-
zation was introduced firstly,and then effects of three factors on it were studied. These factors are anti-fingerprinting
codes, content delivery system and user’s multimedia consumption pattern. The trade-off strategies between these fac-
tors and the problem were proposed. Some major anti-collusion fingerprinting realization algorithms were reviewed.
Their performance was analyzed from following aspects: communication price, hardware and software costs which in-
clude computing and storage price, safety and real-time characteristics, etc. Finally, the future trend of the problem was

discussed.
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