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Abstract Buffer overflow attack has been a major security problem in recent years, where attackers utilize buffer over-
flow vulnerabilities to control other computers. As the vehicle of attack, Shellcode is the main target of buffer overflow
attack detections, Now attackers tend to employ polymorphic techniques to encode Shellcode, which makes it harder for
signature-based NIDS to detect it, This paper proposed a new method to detect the Shellcode executed under MS Win-
dows, which integrates static analysis and dynamic execution techniques. It made some new principles of Shellcode de-

tection, which enhance both the accuracy and performance of polymorphic Shellcode detection. Then a prototype system

was implemented and tested. The test results on both the accuracy and performance are quite encouraging.

Keywords Shellcode, Static analysis, Dynamic execution

1 518

ZXBHEGTREFERBEEENRZLNBZ —, BT
HFFZE kX% IR RAPATERRE, ANTTS B HHE R,
Shellcode &— Bt TS, B % 5 22 b X 88 i Bk 84K, B
LIRE] Shellcode SH W 28 vh X 35 th AR FBR. F4%
#) Shellcode &M= AT LASF KBS MBS HA. BSHK
MERXERETELANEN, LML K THEA Snort™ F
Bro™) 45 ; ZhaAs MR 77 35— MR I RIBAT . SRS Rm 2
BRI R B A, RS R ERFAE X HI KRB A Shell-
code ﬁEE 0 sled ¥4, Akritids 2 A @447 7 #h sled 35
4 R T AR RN sled 38485k, I F X T STRIDE
KA sled Fp4r,

PEE ZRBEALERE R LA, B AR ERE
RWMRE L EEFEAHETRRE, BN RBBTH IR
A LURIF H X N E) . Zhang Qinghua 323 T —Fr i A
BRIBATH SIS R %™, B E R ABAMIN T EE
R getPC XIS RIFH M getPC RIS FHHERE
FBERFOETE, BRER MR DB PR EFEEE

BHHR2011-01-24 KB HH:2011-05-16

BT bR D F I IR B RN FEHRESE
BAEHUATIEPHENRANERETCLSEERE.
Michalis Polychronakis®® 2 A bt T —Fp R FEBPITH
FEF A AT 258 ARE Shelleode, FFBUE T HIFARE
WER .,

2304 % MS Windows #4E & 45 T 1 Shellcode, H T
—FhFT BRI k. AR FRUEMTE, AR
RATHSMEIBALEE RN T, EH I &M BT HN
ESGBEEGE THSBNEE MRS, LAEFIAERIEAR
R E RS,

2 Shellcode 3#7
[[(sted | ®xir [maes|sunra]

& 1 Shellcode Z#4
18 % , Shellcode ] PA4334 4 ANER4Y : sled . EL B ER

B DHRBACHS, HEMME 1 BiR.
Dsled

B FABERTIB T MBLENAEE, BHERS

FXZEBNERENERERNEREFHIRERL

B0 wLAg, FEWEFNNELE4S, E-mail: zhaosspirit@sjtu. edu. en; TR Wid4, FEFRFAIEEAZS,ANEE M+, 8%

8, BEFRFEARETR KA BEFRRA.

* 125 -



Shellcode BIETE , FEAE Shellcode B FF TR EMI—E% nop $54>
BE K nop 4, K& Shellcode MBI IATH, W H
HeapSpray # AR M BH D HH AT HERE , SEZATR
Jn— A, 5 R B 52 BB X SRR B L nop 18
A EY nop 54, HE sled H4rHA & Shellcode FJAE
ZH R 43 e indE MS Windows I 89 R S0 A AP,
AT DL 2o 00 2 A R B B i ) sled, BT LA sled R4 ety
BRI

2)EELNL

R T RIE Shellcode RES I B Hb 7 o) 33% , T B AR B By

54 ML (PO . —BRIEA X BRI —FEEH

call #§ 4, call $§4 M7 78 o S0 BRBOR [ Hy bk [ AR
o, 0] DU I EEBGR B b 3RS MR e S bk 5 — R
Hl fstenv 18 4, (R HETH) FPU #AE 38, 85 = 2 FIH
MS Windows # seh L%, X 7 MS Windows I RRAS A iE
A

DFERIF

J THi 1k Shellcode # TDS # i B, 7 Shellcode M4 5
AR AP EFHEZATAR, #18 Shellcode T E — B R % FE
FRAREETIRAT . A% R E % K FPESR 7 2R Shell-
code 4T Bk FHAE.

L IhEEAS

IHBEIRHS R Shellcode B BB TG fH H R MY S &4 URY
ik #E  X Se A AR B E AR AL AL, L AR M T
AR,

Shellcode — R MIX 4 N ESATAHR. BRI KT7E—
MEET sled HoMEBEMTST. HTEEUFEMER
P 2 B, R 0 10 o b T 53k B T kAT R . 7
A M HUIRAT AR 5 Bk, LR (AR S BT T LU R
BABATHER 4, B LGR XM R E TR W4

3 —MEmKRNSE

B H#E MS Windows F Shellcode 89T o 72 B EHME , &1 5%
MS Windows | Shellcode f# 0, & LB T —F B K F
. HEREIEIT A,

B RN BB PSSR T A
PR F] Shellcode B E & M MHXTE A, 16 HE i 431H
0xe8(call ¥4 ) . 0x9b (fstenv F 4 ) ., 0xd9 (fnstenv 324 , 4%
XA SEN BRPATH R

RIG MR A8 S FIR K48 S A R BIALF BT, 3
KR EHITSE. mRNERPERE Shellcode, BB X 2648
AT LA s e LA B BT, BT ST
BB b — g N3R5 15 4 B AR T 5 [a) S0 . PRt
B LA B A R TAPL A S AT M6 S R BURE v —A
Hpedeff, Ak, (UXRIARXANFHEE T EIRR. AT
RE AT, I T P FIR SR

1037 Shellcode FEAEMERT  BARP &7, HE
PUTI RSN Shellcode A% B 38 BUBZE . @it AR TR 4R
R 4% VAR S BRAT 5 B M 48 30 BB AL BIIIAT n /IR LB
BBARRA B R m, WRFEERANTEHIWT R, W3
B 6] BB 7EAE Shellcode,

Shellcode H—E S TFFELRE kernel32 FeHbhk A BRAE . 8
i kernel32 H b0 28 bk A PE SCF 454, @) LI3K5 LoadLi-

« 126 -

brary() #} GetProcAddress() pF %K 4k 25 0 2% HoAth i 3h 4%
B, Mok — Ml A X A 7 vk 8 A At 19 MS Windows
APLABITEH B, FKE kernel32 Fedphl, ¥ M F LA B
it PEB #KEX ;B SHE 3% . B FHEBRMATXNAREZH,
BN B0 S X 4% 4 AL RE UL BA T 2 72 v e 5 o) BT ) kernel32
FEHIIEAT O VE R IR PR IR IR IR

TEPATH IR F 2 8 ) GetModuleHandle ) 18 ker-
nel32 MEMIE RFEBIUBITHE S PHM TSP
HHI T ZuhE . R, W F S FFELE Shellcode (7]
e R sty

SRS, BATHIAE I T 1k R AE S A B IBAT S R h i
WP BB RESHE QT 3 MFHE,

D ERPITH K

) ERIATE M F SR

3B B LR PR L P BB AT ] kernel32 bk $5

WSR2 T X SRARAE , AR 4 R B0t 0 f s A T BB AR TE

Shellcode. MR R b 3 MEHFH—HEBHA T2
5 BEFFEE Shellcode. B RAFZE M LR WARRHARIE.

HTL LR S AT v i 2 R,

[ Shelicode H[#f ) ]
M2 sk

FESERANIRAL Z G » AR AE 2% PR I B E E (4 4 »
WIRTEE AL AL ARG AR & B Rt . IARIE SR WK
BRI P BT BT E NSRS R . R BN
TR KL EE, LS HETRMERAERNITE. SRR
BUER KT RER, WA i 2 T Shellcode H Mt Hrp—A
RFAIE » [R] it 72 1 PRLRAT 5 2 P R 2 th BT ] kernel32 4
Huhb e S, AR B, WS R T Shellcode HBTI 57—
fiE . R ERERRZ BB R 2% 3 Pt B Shellcode B AT BE#:
K,

4 BEREENIETIIHR

TR ARy i, SO H KB T —MRELR K.
4.1 RBRER&IT

KT ARG MBI R R P 4 T U LA SO 07 SR
o SR SO T BEHROBE - T BEAT R SR i AT B A 4
AHEH#, X—$ M ScanRelloc M. SHEMBIEE MK S
i, R STEA Init VM B1 36 AL BB, SR F5 A A Valid 1
RAREBEEE., WREE, WEA EXEC 5B R AL
17 SRS MM R A BATIRZS . AT SEIUfE FRAL 3B F — &%
#4 . YRHRTE KRR E AP RBNEUMMTEK




RESEE S A SEN, BRIMITE R, RESEA Scan-
Mem b8R8 B0 A B AT 5 B BB O, 3T B B TR
BB R, QSRR IR SO B R, BB W R AT R
£18 Shellcode, HHEFE EXEC i # b I B4 1778) kernel32
FHHEBFT R, AR A BB Shellcode BYRTREMEIEIT . BG4
A 3 fiaR.

ScanRelloc i !
InitVM |

|

|

I

| Valid_Je————{ Monitor EXEC |

[ 101000100101101101010101000101010 |
B3 FERFEFGWE

4.2 BEUMMIGHSRH

5 —EFE T nop 184 W RRIE N B RIRAT W E B,
BT IRE N AR A Shellcode MR i B A B EX—F
ST, E AR AR XA R AT BB K. R T Bk
HERE P IR R RAE, RENAFEEER/SECTION.,
text RWE,

MS Windows 24t T — 2638 13 0 , 4l getDebuglnfo,
setThreadContext %5 , 3 i3 33 #6 3 11 3¢ Wa 0 ) 4% /57 5] 75 kg 0
LA BETIRES RS H P A A R A B4R .

X ERVB I T 384 0T, BOZ A kBB HAT: D Int 38
&, DB K B Mt FARAFNEEAN. DEHES
B 8B E R R RTE RN

5 Ak

51 RiXBRFFZE

& T MR, S8 45 5245 LA SO AR 8 7 24 o e R
R R A, B E R AR T A B U IR E R RS EL W
BMRGE BRI HATL A BT .

By T B Metasploit Framework v3. 457 7= A= Jj i F &
Shellcode, Metasploit Framework v3. 4 £t T 4% Windows
T B Shellcode LA R A B m&& =, &35 AR M7
FEFEA ) Shellcode HHEAT T Kl R AR M E WA, I A
BT T —RKE S Shellcode FIEIBR AT TIRMEHEH
i
5.2 MR&ERSH

PR BRI A F W RN BT K
4% T AR B R, MR SRR,

DRI 2 A0 R A I ik

B SeH 4 ) Shellcode BLE MMEMABATRI, B
R RAREHRE, B4 2R RARRERESHER
REAEARNTREE. NEFTUEH, YRERHERR
{824 50 B, I EGE B T 80% LA L.

085
030

" 50 100 150 20 250
REFFHRATEFY)
B 4 R SR A U 4 3R I ) 4 O e 2 R M A A I
2) TR H AP

Xt 44 5GB #E8 $UHE W 3L 6740 4 SCHEHEFT T IR, W
WERWE 5 R, R R LE, HE N %R
BRESR, RERREEH B . ENERLERBRES
50 FATHT IRMPOK 24, RWE LK 0. 0047 A/M, KR
WBRIEHIEN . RI5FVIE kernel32 Btk B FFIE 28—
SR X SO L 395K BRI U 1) R .

40

|
40 60 B0 100 120 140 160 180
LES &% 4

B5 RIEHEEMEREERRERLE
HFLERE K
PRV BT IR AT A SR A T, WK 5 R a0 6 TR
B 6 FTLAE W, BEE BT S KM% i L &5
HRER, B RETRED ., SREMETFHTRAZERR
{9 50 FHht, REE—BIFOL T At RA 10M/s,

I
14 ‘+m
& ll,g [~ 100
o150
1
fg b E [ — e
S —
w8 .
M 7] e .
6
WL ——
H ——— -
3
2
1
%00 600 800 1000 1200 1400 1600

BRKSTS K
El6 FnRLE

HHRIE A4 W MS Windows B:/E R 48 T B9 Shell-
code, B T —MF B H BRI FE, HEHATRERE
G, AHEEGBASRWAMBEPATEAR, HBRSHFRE
B AOAE A 6] kernel32 FHHE BHR1E , FISHAS B 144
R 2R e HATIRES , BRE T B SR U 3 BE b 4R
¥, XEA A BT R MR,

A PR T IR R AT TR R F e sE S
Fiik, B pr IR A LA, X R — R s A T
Shellcode FIE R i EERM B T 2 EHEARK Shellcode F
HEEBT R WER. BEXMFEGE ~LEAE. B
56, XM R BA — WA 3, FE4EH I MS Windows REE
THEAT 258 ARE Shellcode, HK, XM E7EHEEE A H
BAFEH—-LBFA, —FEA A EHS AR
B BT MRIBOR , 5 —F E W LOE S R AR
B RESR IR F 48 =47 IR B B BT B

H i A2 APT 5 X R KEFE S BT
THER, . XA FX7EN B LFE—ENAE. EET
SR A TAE R Ky fi AT 2, A PINCI SRR S £ iR 0l
PATREBES . RS EERRREARE, AT RS
CELE S

8 & x &

[1] Akritidis P,Markatos E P, Polychronakis M, et al. Stride; Poly-
morphic Sled Detection Through Instruction Sequence Analysis
[C1//IFIP Advances in Information and Communication Tech-
nology, 2005,181,375-391

(F##% 155 ®)

« 127



BRI R 5s~7s, BB AIESGEUR R B X R T #
B>, K4 10ms, B F Books X HARYIEF, 7 Web L
AHRED book MARX(E R, GND k& B LML, 24
ETREMHLE6/MF 0. 38, UEEETEHRELRPL
SR BEBSAE RiE M . FWEP—"RAXTBHERE
RA[HE.

# 1 Books 1B A JCE

#% 4 % H AR
sh  0.2042,0.632 0.0001,0.031  —,0.014 0.0091,0
sm  0.0003,0.0  0.5904,— 0. 8550, — 0.0162,0
2z —,0.0301  0.2147,0,004 0.3000,0.7466  0.2809,0

cbs —,0.0143  0.0904,0. 031 0. 3035,0 0.3072,0.8

0 R MG BRI RES LUHT T LR,
WA SCATR M R SR FEAIM DUMAS FECEEE
IERBEA RN EEST T 3R, FEE H T R LD, BT
1 M ITER s MIC HEfisr G 5,

[ BT [ sic

¢ 2 4 6 B8(s)

j vt
100 Pt
5 EESEHK SRR LR
¥ 73k MIC 55 Cupid ¥ HI%E 4 , 5 T3 01 SR B 5

RFRAIAY PFD gk AT B, AU R e R AL
R AEETEHOLE 6B DEFRR.

1000 500 200

W@PFD O Cupid+MIC
100
75
50
Sale Books Assembles
& 6 PFD 5 Cupid+MIC Zr %5t H
W PFD ] Cupid+MIC
100
75
Sale Books Assembles

B 7 PFD 5 Cupid+MIC #£3R5%t 1

T A B E A T ) I R 4R R A BRI UG AT B B O s B
RO, SCHUE R %07 L AR B BB T I L IE B B JR PR DL B K

R SRE R D ARG B, BT LAREMTHIT
BT B RA A o

FRE HAGEBEEREAKREHARUERENS
BENEWER L. Estfr R, 7 LUE FHE
SCHRAMBERCRHZHRAGEE REHCRAERE. £
SR AR T e 07 ¥ o] LME A B TR E R — 4 B
FB A AT I ] IE SR IC RS, ZE DR B3
&> MREE L AR AR T HERE S LB B
Y AT P A SC BT 38 T S A8 v 2 504 1 4 A6 2 I T[] A
18 5 S 2 e R At TG R B 1) R — I A, BT
Gk BLA KB AR R B0 9 JR L 526 KR B B R 22
SR IC IR YR AE N IR . X — T MR 7T B
FEHELHIH RERHRAEE AR ERERE LHIHE
SCRRAE B 50 8 1 2 1A B 5% 2R BB 40 i B By SCAB DL
AT B IER R IL R R

ARBFE TAE e 5 AR A N B A TR I B R ILFE R R
iy & B, TR BRI b R o SCACIRUAN B PRV s S BE B 3L
PRSI 5 A R TR S 3 2528 A O S I B 7 ik AT

»e

5.
8 X x o

[1] Madhavan J, Bernstein P, Rahm E. Generic Schema Matching
with Cupid[C]// VLDB 2001. 2001 :49-58

[2] Hong Hai-do, Rahm E. COMA-A system for flexible combina-
tion of schema matching approaches[C]J// VLDB 2002. 2002
610-621

[3] Herndndez M A,Popa L,Ho H,et al. Clio;: A Schema Mapping
Tool for Information Integration[C7 // The8th International
Symposium on Parallel Architectures, Algorithms, and Net-
works, ISPAN, 200511

[4] Zerdazi A, Lamolle M. Computing Path Similarity Relevant to
XML Schema Mapping[ C]// OTM Workshops, 2008:66-75

[5] Wang Ji-ying, Wen Ji-rong, Lochovsky F, et al. Instance-based
Schema Mapping for Web Databases by Domain-specific Query
Probing[ C] // Proc. 30th VLDB, Conf, 2004 :408-419

[6] Bilke A, Naumann F. Schema Mapping using Duplicates [C] //
ICDE 2005. 2005:69-80

[7] Arndt C. Information Measures: Information and its description
in Science and Engineering{ M. Berlin: Springer, 2001 : 370-373

[8] LiGuohui, Du Xian-kun, Hu Fang-xiao. A schema matching
method based on Partial functional dependencies[ C]// Frontier
of Computer Science and Technology (FCST2008). 2008 131~
138

(E8% 127 7O

[2] Zhang Qing-hua,Reeves D S, et al. Analyzing Network Traffic
to Detect Self-decrypting Exploit Code[ C]// Proceedings of the
ACM Symposium on Information, Computer and Communica-
tions Security( ASIACCS). 2007

[3] Polychronakis M, Anagnostakis K G, Markatos E P. Emulation-
based Detection of Non-self-contained Polymorphic Shellcode

[C]//Proceedings of the Third Conference on Detection of In-
trusions and Malware and Vulnerability Assesment(DIMVA).
2006

[4] Snort[EB/OL]. http://www. snort. org/

[5] Bro[EB/OL]. http.//www. bro-ids. org/

[6] Pin[EB/OL]. http;//www. pintool, org/

[7] Metasploit{ EB/OL]. http: //www. metasploit. com

+ 135



