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Model of Information Terminal’s Kernel Based on RBAC
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Abstract With the development of such technologies as 3G and wireless network, desktop systems and embedded sys-
tems are used as individual’s or enterprise user’s information terminals,and confidentiality of user’s data will face more
serious security threats than before. To improve the security of information terminals, this paper analyzed the threats to
system’s information security which comes from the abnormal operation by processes in operation systems, and applied
RBAC model into the safety management mechanism of operation system’s kernel. The access control model of system’

s process based on RBAC was built, and an implement framework was proposed. Finally, this paper illustrated the
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methods of implementation of the model for open source systems and non-open source systems.
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# 1 Kernel-RBAC # RISt 2 5t 88 B9 v i
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4 137.2 137.7 49.7 50. 1
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