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Abstract Role-based access control (RBAC) with the advantages of management and security has been widely used in
various fields after more than 20 years of development. How to migrate a non-RBAC system with a variety of data into
an RBAC system has become a significant problem. Role is a basic feature of RBAC, therefore,role mining is an impor-
tant part of the implementation of RBAC system. In this paper, the user-permission concept lattice and user-attribute
concept lattice were generated based on formal concept analysis. After the user-permission concept lattice was reversed,
it was mapped to initial candidate role state,and the final role state was mined by reduction and pruning operations. And
then, the most approximate expressions were defined to give semantic meanings to roles by analyzing the similarity be-
tween user-permission concept lattice and user-attribute concept lattice. The generated roles have two advantages.one is
structural hierarchy, which effectively reduces the authorization burden of administrator,and the other one is semantic
meanings, which can be associated with the concepts in real life,enhancing the interpretability of role. Finally, the expe-

rimental results verify the correctness and effectiveness of the proposed algorithm.
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Table 1  User-permission relationship in electronic medical record system

a b ¢ d e f g h i j k Il m n o p r s t u v oow
1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 1 0 1 0 1 1 1 1 0 1 0 0 1 0 0 1 0 0 0 0 0 0 0
3 1 0 1 0 1 1 1 1 1 0 0 1 0 0 1 0 0 0 0 0 0 0 0
4 1 0 1 0 1 1 1 1 0 0 1 0 0 1 0 0 1 0 0 0 0 0 0
5 1 0 1 0 0 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0
6 1 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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11 1 0 1 0 0 0 0 1 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1
12 1 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
13 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
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