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Perfect Privacy-preserving Batch Provable Data Possession
PANG Xiao-giong REN Meng-qi WANG Tian-qi CHEN Wen-jun NIE Meng-fei
(School of Data Science and Technology,North University of China, Taiyuan 030051 ,China)
Abstract Provable data possession is an important research direction in the field of current cloud storage security. It al-

lows user to verify whether his outsourced data stored in the cloud sever are complete without downloading all files effi-
ciently and remotely. Currently,users tend to entrust TPA,a Third Party Auditor.to verify the integrity of their data
instead of themselves. However, most of public auditing PDP schemes only consider whether malicious servers can forge
data labels or proofs,rarely consider the case of whether malicious TPA may steal user’s data privacy. In recent years,
some of PDP schemes that both ensure the data security in server and protect the data privacy for TPA have been pro-
posed and applied in single-cloud server. Few of batch PDP protocols applied in multi-cloud server can effectively resist
the malicious cloud server’s attack and achieve zero knowledge privacy for TPA. Therefore.based on the work proposed
by Yu et al,this paper proposed a batch PDP scheme which can both guarantee the data security for malicious cloud

servers and realize the perfect data privacy for TPA. Performance analysis and simulation experiments demonstrate the

efficiency and feasibility of the proposed protocol.
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B AEAR IR

(5) Pairing operation(oracle Og)
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% S, Op ZER.SERTFETEERELHAF, Ml F,
X R TCER &, o Ep, FEAE, N AATT

DUWRITE &p J&p, NAFAE M & B &5, NRBEP YA 2K
JCE S A AT HRAE
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WL EE e =H (UD)MYITR & WML L8R5 S
ERTTL P REEFTE € G, XM Z T2 H ol - I dn
IR .
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(7) TagGenQuery: « ¥ &y ID M X FHRELH M=
Gmjr s smp) GE[L,m D RIEL S, S ¥ ID #1if] Extraction,
R REEFES LT L WMo E e, =H, (ID)
K520 ol, WRMITCE Eq, = H, (ID)* . &5 %A, WX ID
SERL LT EREAES ZH X
Fo ¥R IE F A Hy Cfname,, || R} 45 RAEAE WS 3
fname, M H, #if). S HHLIEE i e, 520 g,
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# 47 Extraction Query.,

=alm; + fname,
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& AR 25 o, RN, SHITERE, MR r 195G INIES A
IDS () iR [81 45 </,
D&, Enia i E
YA M AR 2 1 1] A]
ES R ID WA P ID $1F WS M =
s )RR B A A AT R e € [1.n], BERTEK
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B ARG BR 2SI [0 R . B2k, S W i Bk E A L B
o Py AR 55 B 0 ff £, 38 AT ML
(8)challenge: S Bl HL 3% £ Bk i e B c € (1, n ] FIARLH 1,
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& MZITR ol XN 6 T & 43 IRRHEE G ToTR o R
G, MILER Z, H SHEPLIEHOTER ¢, 52 alp XN, &5,
SRS &, e, MM PIEN pf ItH priRIES A,
(9) Polynomial Evaluation: i1 - XA 41,1 H G & H,
D) XM R 2T, 4 g & MMM E W, £, R He
(fname, | B X RLH 22 50, W SCHEBR e B FRZE T 5 45 B
ZWAN F=myal + £, .7, WH,S F@HL@HRE’J”‘F”{E@
FELUT LA s T f, 0 eerna s popo BATEUL X T o/ 158 Y
iR LT LA H c+4 ANB AN
(10) Prove: | )5 /&8l m',r 1 IDS (1),
1EBEALIE S WL R L o/ B S 3R 5] {8 = H; (e(, H
) TR EXT#E G, IOLER 5—e(’eﬂ
H, Cfname,, || i) re )0 Hy #9050, L F B 03 IAGE 2 44 14
A EhiE M, DR - 5 Z EAR 2 R AR [ o/ Y (AR
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Z I F AW TR E 6.1 F & 2 R
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WX 535N o Fl Lapp€ Gy s Lap€ G, . BURT, o/ 153 1) fir 5 B
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B BEHLLE B LUK~ IDS(r) RIE 2 S R 2352 W Bl 1
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M e =g Flc,=e(H, (ID) smpk)*F1FE 0.
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6.1 MEEESHT

AR 2 MR o n 78 AP B9 SCPE B B 8. c oK% TPA
B PR R B ¢ TR BBk R R 55 AR B o RN BEBK R
M5 3 CS, LB YIRS =c. & o Eo 4
MEREE G LG ERATREGE H I8 Mg, » Mg, 7 3 Fm
BE GGy BIATERBR A TFR My, FoRTBE Z, ATtk
BRMIFHE AL, RRH Z, LR IMEZHWIFH, P KR —
AR M X2 S T8 » H 3278 500 W 7 bRBGE S 1 R4S .

(D585 24 B 53 B

DRAA T (KGO : ARG S8 EAH mpk K
PRV sk, KGC B EE B IF44 R 2E, +1H,

2) T (DO ¥4 438 S04 S n BRI B A B Bt

BEAEIRLE Ty = sk Hy (fname, | £)7, DO B3 IF 8N
2n+ D Eg +nH+nMg, 3 TAER— RSN .

D PRI R 55 45 (CS)) « 1158 3¢ F e Bk 6800 B iy ik B
CS; W SEIFE R ¢ Eq, + (¢, =DM, +¢;Mz, +(c; — DAz, .
D MRS #R A 8UH (Organiser) : M4 A [7] i) 55 2% 38 19174 GiE
B R EIE W, 308 H & 3% %44 TPA, Organiser i 3158 JF
#% P+H+Eq +Ms, +— DM, +G—DA,, .
S)YGUEE (TPA) « A= ik % 3 X Organiser 1R [A] § UF BH
PEATHE B AL . MR B BT BORE S5 R L, TPA AR Rk A 75 2
AT 1RO B AR 6 YRz HARAE . TPA Hit i A2 55k
B8N P+ (c+DEs, + e+ DH+ (=DM, .
(2) 315 52 24 B 5y it
DRIIG B Be: = H P BR T8 SCHF 3 oy ) RS H 25
Ty b BIRB I B 554 CS; ZAh . BT EBIEER
./({Zilf_g{i\ Organiser, & M PEF 3n N Z, PRIILE.,
2)PhER W Bt . 7€ Challengel W TPA ¥ Bk chal= (Q,
c1sco s pf) R IEY Organiser, i Q= (cot1 5t ) ¢ 1~
i&\Z NZ, PRI E . pf PEE 6 Z, PRITEH I chal
K IR N log, ¢y +log, ¢, +log. 1 +log. 1, +log, p f+
7E Challenge2 "1, Organiser £ £ 43 #k K chal, = (A ,

clogan,

D BBEHIR RS 38 CS; M 5 e A Z, I TR 20 A8
B chal, B"Jﬁf@ﬂﬂ(c-l-l)logoq-Fchogon

3) M Jif B B : Provel HIR %5 % CS; B PIUEW] P, = (y; ,
T;) % Organiser, L& 2 4~ Z, FIILE . KE N log p +
log, T; o A Bk 45 2508 Il (9 IE WAL & 20 4> Z, ooy
%, Prove2 ' Organiser i& BIE B P= (rym’, IDS (1)) %
TPA, By B 53 45 24 38 % A0 5 16 18 48 B 09 P4~ 44 (320 1D,
P LAIE] P BE S log, r+1+4-320,

(A7 ik ST A BE 53

D% #% (CS; 1 Organiser) : IR %5 #% CS; L1t H P
EH EAF RO T SO M B H X ) B bR &, B Ik A
N WNE 3 iR,

B3 R4 CS; LATEGE M 2

Fig. 3 Stored content in CS; server
TEICRA > 160 bit 4R 13 il £k , ) ST He K £ b 4 1 17
fi 45 M log, M, +[ log, (M;) /log.q | 160,
Organiser 75 8 #k i 55 #8 A1 TPA 2 0] & % #2161 . H
WA — TR RTIEA R, WA 4 R,

|jname,k ‘ j ‘ I3 |

Kl 4 Organiser LAl N2
Fig. 4 Stored content in Organiser

TR - E A Z BN AN AR BN B BT T B A -
BEGHEL || IDSG)fFFE Organiser I, Organiser [¥)
X735 -l e (longnamelk + log,m + log,n) + log,r +
len(IDS(r)),

D IUEH  TPA FATHEAL BRAL B0, FR AEAE PR A & QB L
MBENLIE o F1SCHFE 2 frame, s FEAEAEFF 450 logo i +logat, +
log, g+ clog; n+clog; fname, .

6.2 MERZLMITLL

BATEZ RS 3 5 F A Yo 250 57 Z k4740 2, 9t
WA Z 530k 1140 R 5 1 7 % K Wang M 1 7 %
BEAT X L AR AR 2 B

2 AR I RE K ek

Table 2 Comparison of efficiency,function and security for different schemes
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S5 iy T EG,
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R
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Prove2 I+log, r+320 [+ log,r+320 slogy ut-log, T
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& &4t TPA A Fa = %




511 3

VI8 B, 45 - — Fof SRR 58 58 JRURD P 7 A 1 A BB 9 A PR IE T O 58 137

(DIDBPDP 5 Yu ZM F M. & 2 WA H L 7
JIR 4% g8 B4 R84 |, IDBPDP i@ it Organiser #1753 43
WAL AR X T Yu SR BIG T R AT Bl BA =5
WA T 1T RRZEI 1 RR MR Z 5T 1 R R %52 5T A
1 R Ais 58, R 38 4> TAE i Organiser 58 . £ TPA

Ui i 158 T 85 I . IDBPDP 32 35 X} 2 4~ ik 55 #% 1R [l 1% 10 BH i

TS IR L 578 2 M55 28 A5 T MR Z 51 Yu 51
FREIIL AL R T (c—DIRMAEHIZEE . — 1D (c+
DWHEE G ERRIEE  — D~ DRBEERFEEEMG—
D e+ DR A is BEAE ARURS T TPA Wi 1T 850%

(2)IDBPDP 5 Wang %M J5 £ () Xt t . Wang 45 (1) 7
A B SO AR S B T s AN X, R G0 A5 P o L 2R A I 55
v K2 TPA S 04 3+ 5 JF 45 5 3% K5 i £E Organiser [ (#9157
YR T A SO 58 B0 Rl O SRR ST TPA Y P B0 B A
P4 AR S FHE Organiser FRIINT 1 0ONZMEIZHM 1 K
e k32 B (FL 2 BN Y T R A R T L2 1Y

WAFETFE L AR RNBEEREN O+, Wang
ST Yu S BWGEARE A EE S0 OGO OGe) , A
WA SO R A EALM B E AR,
6.3 SEIXTEE

T 43 P BN IR 5 3 X TPA S ST 4 B
XA B Yu AL L 5 2 B8N A7 S 4 R 1 O B A
Wang %507 RIAT T OF BBt 1, HorP, Wang %09 7 %
WES X s=20, S IAE W PC B {4 i & K Intel
Core2Duo A ¥ 4% .4 GB A7, B4E & 4 Ubuntu 16. 04 LTS
32 {7, FIH PBC J&.GMP FE fl Miracl &, ffi F gee 4 3% $4
17 i H PBC JEE Y a. param 2 $0i% B WL XS,

(DA BARFR 2% TagGen

FH P X 42 SC AR BEAT 43 B, 9 R 454> B B B 800 AR
&, AT ETHPA ZA MR 10 A P B SR
/Ny 2~20 MB, B A A FOE B g I/ O 2 kB AR B ) %
AR 1000~10000, B 5 20K 2 MB, WL I 3 SC 14 /Y 1
KRASCTT A TagGen FITHHIFHE, LIRSS HANIEL 5 JiT 7R
MIE 5 BT LAE i, TagGen BB ) 8 2 SO /N ) 38 1 2 2 ¢
i, SRR AT I A5 R — B,

50
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Fig.5 Computational overhead of TagGen when size of files increases
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Fig. 6 Comparison of computational cost for TagGen under

increased number of blocks
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