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Detection and Defense Method for Blackhole Attacks in Wireless Sensor Networks
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Abstract Wireless sensor networks(WSN) are widely used in military, production, medical and so on. Many sensor net-

works are deployed in hostile and open environments, so there exist a variety of threats. Blackhole attack is a typical
route attack in WSNs, A malicious node claims that it has enough residual energy and it can reach the destination in one
hop or claims itself to be the destination node. So the malicious node can attract other nodes to send data to it. But it will
discard the packets without forwarding it which results in the “data hole”. This paper proposed a new location detection
method with trapping method. A non-existent destination node is used as a bait to locate the blackhole nodes. By verif-
ying the identity and position information of the nodes,the malicious nodes can be removed. At the same time, the algo-
rithm adds the pre-shared symmetric key and HMAC(Hash-based message authentication code) message authentication
mechanism to prevent malicious nodes {rom joining the network. The results of simulation based on NS2 platform show
that the proposed algorithm is superior to other ones with higher detection ratio.
Keywords WSN, Routing layer attacks,Blackhole attack
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Fig.7 Flow chart of BTCOLI algorithm
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of blackhole nodes
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