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Automatic Return-to-dl-resolve Exploit Generation Method Based on Symbolic Execution
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Abstract Return-to-dl-resolve is a general exploit technology to bypass complicated protection mechanism,but the effi-
ciency of manual shell-code’ construction is very low. The thesis studies the core concept of ASLR,NX and Return-to-
dl-resolve,and then set up a Return-to-dl-resolve model. The proposed model provides symbolic execution environment
for ELF binary program,and generates exploit by constraint solving. It also inplements a control-flow hijacking exploit

generation system named R2dIAEG. The experiment results show that R2dIAEG generates exploits in acceptable time,

and the exploits can bypass both NX and ASLR.
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Fig. 3 Automatic implementation flow of Return-to-dl-resolve attack based on symbolic exection
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1. memCfunc<selfFindMemCpyFunciton()

2. ip<crash_state. EIP. value

3. crash_state. Constraint (ip=memCfunc. addr) / * %f EIP Wy {H kAT

YR« /

. SymbolicMem=<—selfFindMemControled

. for addr in SymbolicMem do

if SymbolicMem[ addr] >>=memCfunc. arg then

MemToPuts= selfMemGet(addr,len(memCfunc. arg))

o B S

crash_state. Constraint (memCfunc. arg= MemToPuts) / * %
AR X BEAT 20T % /
9. break

10. shellcodel — Exploit-Data(selfCreatExploit() / = ¥ @45 ¥ 8% « /

11. memory<-loadSymMem(len(shellcodel —Exploit-Data))
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13. crash_state. useROP()
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16. ip<—crash_state; . EIP. value
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18. SymbolicMem=<—selfFindMemControled

19. for addr in SymbolicMem do
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23. Break
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26. self. symbolicExec()
27.if crash_state. . EIP. value= = self. getMmeory(addr=r_offset) :

28.  shellcode(selfConstraintResult()

29. else
30. RaiseError(“Attack Failed 1”)
31.  ExitO

32. return shellcode.
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Table 1 Eeffectiveness validation of shellcode

=R * B i3 SYStem _ A system B H
# # R2dIAEG Rex Q
baby-re DefconCTF 2016 N N N -
crackme2000 DefconCTF 2017 J N N

angry-reverser  Hackcon CTF 2016 X N X

cryptod00 Whitehat CTF 2015 J J J -
zwiebel TUMCTF 2016 X N X -
opendchub CVE-2010-1147 X N — X
gv CVE-2006-6563 J N -
proftpd CVE-2006-6563 N J J
rsync CVE-2004-2093 N i -
Aeon CVE-2005-1019 X N/ - -
dnsmapq CVE-2017-14493 X N - =
Plnfo EDB-1D-40023 X N - -

2 230 5% T AR SO b 2 R AR RS B A ), 362 Y
AT RN TS 2 17 £ 0 8@ R AT i 58 W
i [R]

F 2 kR RS Y B AT S

Table 2 Time recording of shellcode’ generation
B F baby-re crackme2000  angry-reverser  crypto400 zwiebel opendchub av proftpd rsync  Aeon dnsmapq Plnfo
# /s 20.0 43.0 160. 3 27.0 6.3 47.3 67.1 55.3 67.0 13.5 27.1 26.9
3) LI 4 R 2 2 W B 7R T 7R S5 ik ml LA P bl R REAS L 4R T 0 b
MR T RER T LU L R2AIAEG BF 35 12 KR SEPniii i .

AR T A AACED L JF BARRETEIT )R ASLR 5 NX B 7 Hl
il B9 I8 1T R 55 vh BP0 AT , TE A T AR SCORT R U5 1k B A R

Rex J5 16 Q J7 i b4 3 ) B AR A HOf F 2 )3 v 19 ok 28
R B = 8 3 6 ASLR 5 NX i3 HLHI A EE 11 . R2AIAEG
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Az R A
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