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Abstract With the widespread use of Android operating system, malicious applications are constantly emerging on the
Android platform, meanwhile, the means by which malicious applications evade existing detection tools are becoming
increasingly complicated. In order to effectively analyze malicious behavior, more efficient detection technology is re-
quired. This paper presented and designed a static malicious detection model based on N-gram technology. The model
decompiles Android APK files by reversing engineering and uses N-gram technology to extract features from bytecodes.
In this way,the model avoids dependence on expert knowledge in traditional detection. At the same time, the model com-
bines with deep belief network, which allows it to rapidly and accurately train and detect application samples. 1267 mali-
cious samples and 1200 benign samples were tested. The results show that the overall accuracy is up to 98. 34%. Fur-
ther more, the results of the model were compared with those of other machine learning algorithms,and the detection re-

sults of the related work were also compared. The results show that the model has better accuracy and robustness.
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move 01
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move/16 03
move-wide 04
move-wide/from16 05
invoke-virtual Ge
invoke-super 61
move-object 07
new-instance 22
iput-object 5b
return-void Oe

invoke-virtual {p0}. L/MainClass; — > test()V
invoker-super {p0. pl}, L/Super; — >superTest()V
move-object vO. p0

new-instance vl, L/TestClass$ 1;

iput-object vl, p0, L/MainClass; — >test2() V;

return-void
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Fig. 3 Example of Dalvik instruction block
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Table 2 Statistics of N-gram in malicious and benign samples

N-gram K £ L& N-gram % # & N-gram ¥ &4 N-gram %

2 32654 41853 31694

3 413300 917508 343124
4 1496948 5132118 1030798
5 3118033 15673153 1789242
6 4797448 33464685 2259031
7 6201885 56139781 2343133
8 7262615 79823452 2151526
9 8037437 100144931 1852229
10 8616488 119591633 1564357
11 9069933 129430910 1330906
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Table 3 Experiment results of different DBN structure
(AL 00D

W % 4= 4 Precision Recall Accuracy Fl-score
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[500,200,2] 89.72 94.12 95.31 91. 87
[500,150,100. 2] 94. 34 98. 04 97. 80 96. 15
[500,100,100,2] 89. 81 95.10 95.59 92.30
[500,150,150,2] 88.99 95.10 95.32 91.94
[500,150,100,50,2] 89. 42 91.18 94. 49 90. 29
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