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Abstract Firstly, this paper introduced the theory and key technologies of Capabilities mechanism for future Internet
and expounded and compared the typical programs based on Capabilities mechanism about their performance and relia-
bility by simulation experiment in dissimilar scenarios. Secondly, we researched on the DDoS defense architecture based
on capabilities mechanism,and discussed the viable implementation of the three parts(the flow classification, enforce-
ment, Capabilities management) contained in the architecture in future network. Furthermore, we designed a simple traf-
fic modeling under the Capabilities framework and analyzed the security and efficiency of the Capabilities framework
theoretically. Finally, the paper analyzed the shortcomings and inadequacies of several solutions based on Capabilities

mechanism and compared their performance and efficiency of in different scenarios through simulation experiments
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