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New Ownership Transfer Protocol of RFID Tag

GAN Yong WANG Kai HE Lei

(School of Computer and Communication Engineering,Zhengzhou University of Light Industry,Zhengzhou 450002, China)
Abstract There exists risk of security and privacy disclosure in the process of ownership transfer of RFID tag. Thus a
new tag ownership transfer protocol with transfer switch based on Hash function was proposed . The original owner and
the new owner have different communication keys respectively, the former key is used for authentication between the
original owner and the tag while the latter key is for ownership transfer between the tag and the new owner. Because of
the transfer switch, namely OTS, it is possible to implement OTS configuration to resist desynchronization attack
through OTS configuration. The safety analysis of the protocol shows that the protocol can meet the safety requirements
of tag ownership transfer and resist common active and passive attack, thus achieving complete transfer of tag owner-

ship. Finally,the performance of protocol was analyzed and the results show that efficiency performance of proposed

protocol is significantly improved compared with existing ownership transfer protocol of RFID tag.
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